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INTRODUCTION 

On 25 May 2018, the General European Data Protection Regulation (2016/679/EU) (the 
“Regulation”) largely replaced the current national data protection laws in the European 
Union. The Regulation harmonised the data protection rules essential to dialogue marketing 
across Europe. It only allows or requires deviating national implementations to a limited 
degree. In Germany, a new data protection law was created for the implementation (Federal 
Law Gazette I p. 2097 dated 30 June 2017). The technical adaptation of a number of further 
laws passed the legislation process on 20 September 2019. 

This Best Practice Guide outlines how the new legal framework of the General Data 
Protection Regulation can be applied in the daily operations of dialogue marketing. One of 
the central data protection questions in dialogue marketing is whether personal data can be 
processed for marketing purposes without the consent of the data subject. The European 
legislator has decided to retain the so-called Opt-out Principle, under which the data subject 
has the right to object to the use of his or her personal data for dialogue marketing purposes 
without giving any reasons and at any time. By doing so, the Regulation reconciles the right 
of data subjects to self-determination with the economic goals of the European Union. 

Companies need to be able to advertise their products and services effectively vis-à-vis 
existing and potential new customers. Non-profit organizations also use dialogue marketing 
for fundraising purposes and the recruitment of new members. A strict requirement to obtain 
consent would make such activities virtually impossible. The General Data Protection 
Regulation, therefore, contains balanced rules for the processing of data for marketing 
purposes.  

The Opt-out Principle, however, does not apply without limitations. The legitimate interests of 
the data subjects must be adequately taken into account. If they are overriding, because an 
envisaged data processing is especially far-reaching and sensitive, consent should always 
be obtained. Sufficient transparency regarding the use of the data must also be established. 
The Directive on privacy and electronic communications (2002/58/EC) (the “ePrivacy 
Directive”), and the national laws implementing it, place additional restrictions on electronic 
advertising communication. To the extent to which the ePrivacy Directive is still applicable, 
these restrictions must be complied with also in the future. 

The European Commission has proposed a new ePrivacy Regulation (COM (2017) 10 final) 
which is to supersede the ePrivacy Directive. Among other amendments, the proposed 
Regulation extends the requirement for consent in relation to websites, apps and electronic 
advertising. Currently, the year 2020 is envisioned for the completion of the legislation 
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procedure. Most probably, the new ePrivacy Regulation will, therefore, not become 
applicable prior to 2022. 

As compared to the former national data protection laws in the Member States of the 
European Union, the General Data Protection Regulation contains a number of innovations 
regarding dialogue marketing. In parts, it replaced certain detailed national rules by more 
general provisions. Therefore, the use of data for marketing purposes has become subject to 
a general balance-of-interests test again. The transparency requirements and the rights of 
data subjects were increased. The data protection supervisory authorities have been 
granted more rights to intervene and to impose sanctions.  

However, the basic framework of the Regulation leaves reasonable flexibility for dialogue 
marketing activities. The main challenges arise from the interpretation of the new provisions 
in detail, because the lengthy negotiations in Brussels and Strasbourg failed to produce 
clear and consistent Articles and Recitals. The Best Practice Guide proposes practical 
solutions for complying with the Regulation, taking into account its general goals. Special 
emphasis is put on the Guidelines of the European Data Protection Board as well as the 
Guideline of the German Data Protection Authorities for the processing of personal data for 
dialogue marketing purposes, which was adopted by the Data Protection Board in November 
2018 and contains recommendations for the application of the GDPR in the context of 
dialogue marketing. 

Since the wording of the Regulation is fairly general, it is a matter that naturally gives rise to 
diverging interpretations. The Member States of the European Union tend to interpret the 
provisions of the GDPR in such a way as to conform to their former specific national 
provisions. This, however, conflicts with the GDPR’s target of European harmonisation. This 
Best Practice Guide, therefore, intentionally does not take into account the specific former 
national laws when interpreting the Regulation. 

For companies, the implementation of the Regulation gave rise to a number of issues. For 
example, the extended transparency requirements had to be implemented in time. 
Agreements for processing by service providers had to be aligned with the requirements of 
the Regulation. Companies also had to ensure that their internal procedures comply with the 
Regulation’s requirements. This Best Practice Guide provides support to companies as 
they continue to make such necessary changes.  

This Best Practice Guide was authored by the data protection working group of the DDV. 
Prof. Dr. Ulrich Wuermeling, Latham & Watkins LLP, Frankfurt/London, has supported the 
data protection working group of the DDV as a specialist for many years and has played a 
significant role in the compilation of this Best Practice Guide. We expressly convey our 
gratitude to him and the data protection working group of the DDV. 
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1. DIALOGUE MARKETING IN PRACTICE  

1.1 AVAILABLE DATA SOURCES 

The aim of dialogue marketing is to communicate with new and existing customers 
according to their interests. Doing so requires suitable communication channels to the 
addressees as well as meaningful selection criteria. The communication channels available 
in dialogue marketing range from advertising by postal mail or electronic mail to Online 
Behavioural Advertising.  

The development and use of selection criteria is meant to enhance the probability of 
economically successful dialogue marketing. Employing selection criteria helps to limit, to 
the extent possible, the advertising to potentially interested persons. Thus, meaningful 
selection not only saves money for businesses, but also serves the interests of the 
addressees. 

Companies can employ various data sources to research potential addressees, suitable 
communication channels and meaningful selection criteria. The most common data sources 
are prior communications with potential or existing customers and publicly available 
information. Data can be collected directly from the addressee or made available by other 
market participants or data service providers.  

Part of the development and assessment of the meaningfulness of selection criteria is a data 
analysis. In this way, detailed personal data can be condensed into generic groups or used 
for estimates. Such data contain less detailed personal information because their content 
has been aggregated. In part, they are pseudonymised or even anonymised before being 
used as selection criteria, which helps to protect the data subject’s legitimate interests even 
better. 

1.2 PREPARING AN INDIVIDUAL DIALOGUE 

As a first step, an individual dialogue requires a broad pool of potential addressees, 
including details regarding the available communication channels for reaching them. Such a 
pool is either collected by the advertiser itself or is provided by other market participants or 
data service providers, normally in the course of a so-called Lettershop procedure.  

As a second step, the addressees with a potential interest in the advertised products and 
services are selected from the pool. Such selection is made on the basis of personal data 
which might be pseudonymised or anonymised. The advertiser may select the addresses 
based on the data it has already collected. However, especially where potential new 
customers are to be contacted, such data will not be sufficient for a meaningful selection. 
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The advertiser may instead or in addition use data provided by other market participants or 
data service providers. Alternatively, the advertiser might employ procedures under which 
the processing of personal data by the advertiser is not required (for example, Lettershops 
or Online Behavioural Advertising). 

The goal of the selection is to compile a group of addressees who potentially share an 
interest in certain products or services. Once the selection has been made, the selected 
group is reviewed again in order to improve data quality. The addresses are corrected, 
updated, and compared against ad denier lists. Next, consent might need to be verified for 
electronic communication. This process eventually yields a list of potentially interested 
addresses and the suitable communication channels for reaching out to them.  

1.3 CONTACTING POTENTIAL CUSTOMERS 

Potential customers are contacted via postal or electronic channels. In view of the existing 
legal barriers regarding communication by e-mail, telephone, telefax or SMS, companies 
often contact potential customers via postal mail. The communication may be sent directly 
by the advertiser of the products or services or through other market participants. Online 
Behavioral Advertising is an exception since addressees are not contacted individually, albeit 
that advertisements displayed on websites are also tailored to groups of potential customers. 

2. CONDUCTING COMPLIANT DIALOGUE MARKETING  

2.1 ALTERNATIVES FOR COMPLIANT DIALOGUE MARKETING 

Under the Regulation, the processing of personal data requires a legal justification. The 
processing of personal data for dialogue marketing purposes will normally be based on the 
following two different legal grounds: balance of interests or consent.. A third possibility is 
dialogue marketing on the basis of a contractual agreement; this is the case when a 
consumer agrees to receive advertising from a certain company. 

Anonymised data do not constitute personal data and, therefore, the processing of 
anonymised data does not require legal justification. Furthermore, there is no need for a 
legal justification, if the data were originally collected for any other than advertising purposes 
and these purposes are compatible with and later extended to include advertising purposes. 
However, such scenario will always constitute an exception, since the processing for 
advertising purposes is normally already intended when the data are collected. 
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§ Personal, pseudonymous or anonymous data? 

Generally, dialogue marketing requires personal data, one category of which are 
pseudonymised data. Data are defined as having been rendered pseudonymous if the 
personal data can no longer be attributed to a specific data subject without the use of 
additional information, provided that such additional information is kept separately and is 
subject to technical and organisational measures to ensure that the personal data are not 
attributed to an identified or identifiable natural person (Article 4(5)).  

Selections can also be carried out on the basis of anonymous data. These are usually 
aggregated, estimated or statistical data. Since the Regulation does not apply to 
anonymised data, the distinction between personal and anonymised data is of great 
practical relevance. The processing of anonymised data does not require a legal basis and 
neither the notice obligation nor the rights of the data subjects are applicable.  

Personal data are defined as any information relating to an identified or identifiable natural 
person (Article 4(1)). This definition stems from the European Data Protection Directive 
from the year 1995. The Regulation contains a number of clarifying examples in which a 
person might be regarded as identifiable. Identifiers can, for example, consist of 
identification numbers, location data or online identifiers to the extent to which they allow 
an identification. 

Information is deemed to be personal data if the controller has means at its disposal which 
“are reasonably likely to be used to identify the natural person” (Recital 26). As long as 
data are only theoretically identifiable, they cannot be considered to be personal data. If it 
is not likely that means to identify the data will be used, the data are considered to be 
anonymous. Similarly, if a third party has the means of identifying a data subject, the data 
held by the controller will not constitute personal data as long as access to the identifying 
data is not likely. However, if the third party’s data are reasonably likely to be merged with 
the data of the controller, the data held will be regarded as personal data.  

The distinction between personal and anonymous data can be illustrated using the 
example of IP addresses and cookies. The Regulation finds that data subjects “may be 
associated with online identifiers” such as IP addresses or cookies (Recital 30). However, 
it remains open under what circumstances IP addresses or cookies will make particular 
data subjects identifiable.  

The Court of Justice of the European Union decided that IP addresses constitute personal 
data if they are in the hands of an internet access provider (C-70/10). If providers of 
internet services (like websites) collect personal data in order to prosecute hacker attacks, 
such data also constitute personal data (C-582/14), since they are intended to be used for 
the identification of the criminals by the police in case of an actual attack. 
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§ Can profiling be used for dialogue marketing purposes? 

The legal admissibility of the processing of personal data for selection purposes depends 
on establishing a legal basis. This also applies for profiling. The term “profiling” is defined 
rather loosely in the Regulation (Article 4(4)), so that selections for dialogue marketing 
purposes may be assumed to fall under the scope of it. 

In the view of the European Data Protection Board, “it would be difficult” “to justify using 
legitimate interests as a lawful basis for intrusive profiling and tracking practices for 
marketing or advertising purposes” (Working Paper 251). The classic selection procedures 
used for dialogue marketing, however, are not intrusive. Yet, if the profiling occurs on the 
basis of far-reaching and sensitive data collections, like, e.g., those carried out by social 
media services, consent should be obtained as a legal basis. 

The fact that a balancing of interests may be used as a legal basis for profiling for dialogue 
marketing purposes, is confirmed by the Article 21 (2) of the Regulation, which explicitly 
extends the right to object to profiling. The balancing of interests clause (Article 6(1)(f)) 
shall be used in order to decide whether the selection touches upon overriding interests of 
the data subject. The scope and the sensitivity of the data shall be taken into account 
here.
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§ Profiling for automated individual decision-making purposes 

The Regulation imposes specific requirements for automated individual decision-making 
processes (Article 22). These apply, in particular, where decisions are based solely on 
automated processing, including so-called profiling.  

The Regulation imposes specific requirements to automated individual decisions, if such 
decisions produce legal effects concerning the data subject or similarly significantly affect 
him or her. A corresponding requirement concerning automated individual decision-making 
processes was already contained in the Data Protection Directive of 1995. This 
requirement, however, encompassed a further scope of application. Here, decisions were 
included which significantly affected data subjects, even if their adverse consequences 
bore no resemblance to a legal effect. 

The decision to communicate advertisements to a person or not does not have any legal 
effect or similarly significantly affects him or her. The only possible exception would be, if 
the advertisement already contained a legally binding offer. This is usually not the case 
within the dialogue marketing sector. An agreement becomes only binding, once the 
provider confirms an order. 

In its Guideline on Profiling, the European Data Protection Board in which the supervisory 
authorities of the Member States and the European Data Protection Officer are organised, 
considers it possible that the selection of data for advertising purposes falls under Article 
22 in specific cases (Working Paper 251). The Board attaches special importance to the 
question, if the manner of the profiling process is particularly intrusive (e.g., if the tracking 
of individuals across multiple websites, devices or services is involved). Presumably, this 
refers to comprehensive and very sensitive data collections and analyses carried out by 
social networks or search engines on the internet.    

The European Data Protection Board ignores that Article 22 only refers to the 
consequences of the so-called “decision”. The question of how far the profiling on which 
the decision is based infringes upon the legitimate interests of the data subjects must be 
considered in the course of the balancing of interests pursuant to Article 6(1)(f), but not in 
relation to Article 22. Where very sensitive topics are touched upon, profiling cannot be 
based on the balance-of-interests clause for dialogue marketing purposes. In such cases, 
consent is required. Where consent has been given, Article 22 does not apply (Article 
22(2)(c)). Therefore, the examples provided by the European Data Protection Board do 
not make much sense.  

Article 22 cannot be used as a sensible legal basis for the dialogue marketing sector. The 
selections are made in order to identify and reduce the number of addressees who could 
have a potential interest in the advertised products and services. The only decision taken 
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ALTERNATIVE 1: BALANCE OF INTERESTS 

The Regulation allows the processing of personal data for the purposes of legitimate 
interests pursued by the advertiser “except where such interests are overridden by the 
interests or fundamental rights and freedoms of the data subject which require protection of 
personal data” (Article 6(1)(f)). The reference to “processing” means, in particular, the 
collection, storage, use or disclosure by transmission of personal data (Article 4(2)). Thus, 
the legal basis applies to the processing of personal data for dialogue marketing purposes, 
including the collection and selection of as well as the actual contacting of the addressees. 
The decision which communication channel should be used for electronic communication 
depends on the ePrivacy Directive and the applicable national implementing provisions (in 
Germany, on the Unfair Competition Act [Gesetz gegen den Unlauteren Wettbewerb - 
UWG]). 

The Regulation makes it clear that: “The processing of personal data for direct marketing 
purposes may be regarded as carried out for a legitimate interest” (Recital 47). In 
compensation, the Regulation provides an unconditional right for data subjects to object to 
dialogue marketing. This allows an addressee to ban advertisers from contacting him or her 
at any point in the future (see Section 2.2 of this Best Practice Guide). The right to object 
also refers to profiling for dialogue marketing purposes. This is done by way of a clarification 
which explains that profiling may be lawful for dialogue marketing purposes pursuant to the 
balance-of-interests clause. 

The disclosure of data by means of transmission can also be justified on the basis of the 
balance-of-interests clause. Here, however, one needs to take into account that the 
legitimate interests of the data subjects may be touched upon to a greater extent than in the 
so-called Lettershop procedure, where the data are usually not disclosed to the advertising 
party. 

In case of the disclosure of address data or other less sensitive selection criteria, as 
contained in, e.g., household databases, normally, an overriding interest of the advertiser 

§ Is data protection impact assessment necessary in the context of profiling? 

Normally, there will be no need to carry out a data protection impact assessment pursuant 
to Article 35(3)(a), if the processing for advertising purposes is based on the balance-of-
interests clause. The balance-of-interests clause cannot be employed, however, if there 
are high risks for the rights and freedoms of the data subject involved. A data protection 
impact assessment will, therefore, only be necessary in certain cases involving consent.



-  - 12

can  be assumed; new customers can be gained by use of new addresses which is essential 
for companies in the long run. The processing of personal data contained in household 
databases can also be legally based on the balance-of-interests clause. The prerequisite, 
here, is that the legitimate interests of the data subject do not override those of the provider 
of the household database or those of its users. The balancing of interests needs to be 
ensured by the provider of the household database by choosing appropriate data sources 
and the content of the data. 

The balance-of-interests approach does not apply where the data subject objects to the use 
of his or her data for dialogue marketing purposes (see Section 2.2 of this Best Practice 
Guide) or where special categories of data are processed (like, e.g., health data) or where 
the data subject has an overriding interest in the protection of his or her data. The 
Regulation clarifies that higher standards apply with regard to the processing of data relating 
to data subjects under the age of 16 years, but does not completely rule out the balance-of-
interests approach here, either. 

The data subject may have an overriding interest in the protection of his or her data where 
far-reaching and sensitive sets of data are transmitted. This type of scenario does not 
normally arise in dialogue marketing, since the selection criteria are aggregated prior to their 
transmission. Furthermore, the assessment also needs to take into account whether the 
data are technically protected against special risks. Pseudonymisation is one way to protect 
data against such risks.  

Any assessment of data protection measures by the advertiser should take into account 
whether a data subject can reasonably expect, at the time and in the context of the collection 
of the personal data, that processing for dialogue marketing purposes may take place 
(Recital 47). The German Data Protection Board in its Guideline dated November 2018 
concluded from this provision that the vital point is whether or not data subjects typically tend 
to accept or object to direct marketing within certain areas of their social sphere. However, 
the Recital does not go that far.  

The concept of the “legitimate” or “reasonable” expectations was already introduced into the 
balance-of-interests concept on the European level by the Article 29 Working Party of the 
supervisory authorities under the old Data Protection Directive (Opinion 6/2014). The 
concept refers to reasonable expectations of a stricter level of confidentiality and a stricter 
restriction of the further use of data, which may arise from the specific situation in which the 
data were collected. This criterion (the so-called “Expectation of Privacy”) – which was 
developed by the Article 29 Working Party from U.S.-American constitutional law – was 
adopted into the GDPR and does not add further legal scope here. In situations in which the 
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data subjects may expect special confidentiality the data subjects shall be protected against 
surprises concerning the processing of their data.   

Where an advertiser has made commercial contact with the data subjects, it can be 
assumed that the data subject has a reasonable expectation that his or her data will be 
processed for marketing purposes. The general expectations of how the data will be used for 
dialogue marketing purposes usually exceed the actual use made of such data for dialogue 
marketing purposes. Consumers expect it as a matter of fact that their addresses are shared 
by the firms from which they buy products or services with other market participants or data 
providers. In reality, the addresses are normally only used in the so-called Lettershop 
procedure, in which the data are not disclosed to other companies but only used for the 
distribution of marketing material on behalf of them. Most addressees, however, believe that 
their data are disclosed. 

For the practice of dialogue marketing, the issue of the data subjects’ expectations is also of 
little importance, if the data subjects are already informed about any envisaged processing 
at the point of time when their data are collected. Pursuant to the legal provisions, data 
subjects shall always be informed in concrete terms. Thus, they always know what to 
expect. The German Data Protection Board acknowledges that a transparent data protection 
information helps to avoid surprises regarding the further use of the data subject’s 
information.  

The balance-of-interests clause explicitly states that interests of third parties may be taken 
into consideration during the assessment process. This is important where the advertiser 
does not hold the data itself, such that other market participants or data service providers 
may refer to the advertiser’s legitimate interest. This is especially important where data are 
disclosed to the advertiser. Where personal data are processed for direct marketing 
purposes, the data subject shall have the right to object at any time to the processing of 
personal data concerning him or her for such marketing (Article 21(2)). 

In order to make it easier to contact addressees or to select data, any data retrieved from 
other market participants, publicly available sources or data service providers may be 
combined with existing data, so long as the interests of the data subject are sufficiently 
protected.  

The processing of special categories of data (Article 9) or of data relating to criminal 
convictions and offences (Article 10) for dialogue marketing purposes is prohibited unless 
the data subject’s consent has been obtained. Special categories of data include data 
revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-
union membership, genetic data, biometric data for the purpose of uniquely identifying a 
natural person, data concerning health or data concerning a natural person’s sex life or 
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sexual orientation (Article 9(1)). The German implementing law provides extensive 
exemptions for the processing of such special categories of data for statistical purposes. 
This helps to simplify the evaluation of data for anonymised selection data bases, in 
particular in the health sector,  

The provision on automated individual decisions (Article 22) does not prohibit the application 
of the balance-of-interests clause for dialogue marketing purposes. As noted above, the 
selection of data for dialogue marketing purposes, whether or not by means of profiling, 
does not produce legal effects concerning the addressee or similarly significantly affect him 
or her (please see § Profiling for automated individual decision-making purposes). 

The balance-of-interests approach is used in order to weigh the legitimate interests of the 
data subject against those of the data controller or advertiser. The Regulation expressly 
respects the freedom to conduct business (Recital 4). However, the Regulation takes into 
account various other fundamental values; for example, where dialogue marketing is 
undertaken for fundraising purposes, the public interest in such marketing will be relevant.  

In many countries of the European Union, no changes have occurred in comparison to the 
old legal situation with regard to the balance-of-interests approach. In Germany, the 
legislator had replaced the balancing-of-interests approach by a number of specific 
permissions in 2009 and, thus, reshaped and restricted the balance-of-interests clause. This 
restrictive implementation has been abolished by the Regulation. 

The supervisory authorities provide reference points in their Guidance for the constellations 
in which the processing for advertising purposes will be lawful or unlawful under the 
balancing-of-interests clause. For example, it is considered lawful, if a company, following an 
order by a customer, sends a promotional letter to such customer, using either no or one 
selection criterion. In contrast, it is considered unlawful, if a company uses more intrusive 
measures, such as automated selection procedures for the compilation of detailed profiles, 
behaviour forecasting or analyses which may lead to additional insights. 

There is a large number of constellations conceivable between the two poles of the 
examples stated above. Companies will need to apply the balance-of-interests clause with 
specific view to their own constellations. The starting position for this will always be an 
overall assessment of the scope and the sensitivity of the used data and their processing. 
Furthermore, attention should always be paid to the question, if the legitimate interests of the 
data subjects are specifically protected in certain situations or by certain measures.  
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When all factors have been taken into account, the question must be answered whether or 
not the legitimate interests of the company really override those of the data subjects. As a 
matter of course, such balancing of interests is no easy task and will always be a matter of 
perspective. Therefore, it is important to carry out such evaluation as objectively as possible 
and always taking into account the legitimate interests of an average data subject. 

The following examples illustrate how interests may be balanced:  

For the balancing of interests, the following aspects may be taken into account: 

• Are the data processed in a transparent manner? 
• How intensively are customers informed about the right to object? 
• Which measures are being taken for the protection of the data? 
• Have the data been rendered pseudonymous? 
• Have the data been aggregated, estimated or are they statistical data? 
• Does the dialogue marketing occur in a B2B environment only? 
• Do the data stem from publicly available sources? 
• Does the selection lead to a reasonable reduction of the addressees?
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EXAMPLE 1: APPROACHING POTENTIAL AND EXISTING CUSTOMERS 

Companies receive personal data from interested persons who directly contact the company or 
from persons already buying the company’s products or services. The data sets contain information 

about the channels through which the person may be contacted and about the products and 
services in which the person has shown an interest. Other selection criteria, for example from other 
market participants, publicly available sources or data service providers, may be added to the data 

set.  

A company has a heavy legitimate interest in processing personal data for dialogue marketing 
purposes in order to maintain its business relations with potential or existing customers.  

In these scenarios, the data subject’s interests usually do not require special protection. The 
addressee has contacted the company. Recital 47 of the Regulation points out that such a 
relationship with the addressee can always be taken into account. Thus, the receipt of advertising 

material can be reasonably expected as long as the data subject has not objected to the use of his 
or her data for such purposes. The use of selection criteria helps the advertiser to contact the data 
subject according to his or her specific interests.  

Where data of potential and existing customers are disclosed for dialogue marketing purposes, one 
always needs to take into account that, so far, there has not been any commercial contact with the 
receiving advertiser when assessing the data subject’s interests in protection. This is especially true 

for B2C contacts. Higher-ranking legitimate interests on the part of the consumer may, for example, 
be compensated through aggregation or pseudonymisation of selection criteria, so that the balance-
of-interests clause can be used as a legal basis for data processing in those cases. 
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EXAMPLE 2: PUBLICLY AVAILABLE DATA 

Advertisers and data service providers collect data from publicly available sources for dialogue 
marketing purposes. They have a legitimate interest in doing so. The data are either used to 

acquire new customers or to complement selection criteria. The data are either collected from 
publicly available sources by the advertiser itself or by data service providers.  

The companies’ interest in the acquisition of new customers is a heavy one, since a company 

cannot succeed in the long term if it caters only to its existing customers. The combined data are 
also important for the maintenance of existing customer relationships, because such data facilitates 
the creation of meaningful selection criteria for costly advertising.  

Where the data subject published his or her data himself, his or her legitimate interests are less 
weighted than in constellations, where third parties made them public. In social networks in the data 
subject’s private environment, a differentiation should be made between data which are available to 

everybody and data which can only be accessed by close friends. There is a critical side to using 
the comprehensive data derived from private profiles published in social networks and this should 
only be done on the basis of the data subjects’ consent.   
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EXAMPLE 3: B2B 

The balance-of-interests clause does not explicitly differentiate between B2B- and B2C-customers. 
However. the legitimate interests of addressees must be treated differently, since data in the B2B-

sector are less sensitive, as long as they do not relate to aspects of the private life of individuals. 
Thus, there is more flexibility regarding the processing of personal data for dialogue marketing 
purposes in the B2B-sector. Business addresses and the pertaining selection criteria can be 

collected directly from the addressee or they may be acquired from other market participants, from 
publicly available sources or from data services providers.  

Where B2B-advertising is concerned, the selection criteria usually do not consist of personal data 

since the desired information concerns the company itself (such as information about the branch, 
business activities, turnover or requirements for subcontracted products). The protection afforded 
by the Regulation does not apply to the data of legal persons (Recital 14). Only where electronic 

communication is concerned, they are protected to a certain extent by the ePrivacy Directive. 

Information relating to the data subject’s business activities are less sensitive than data from the 
private environment. Therefore, advertisers should aim to exclude private data relating to the 

specific contact person in the B2B-sector. 



-  - 19

EXAMPLE 4: RECOMMENDATIONS 

Companies support each other by recommending each other’s products and services. In the 
context of balancing the interests of the parties, the interests of third parties (here, the 

recommended company) may be taken into consideration for the assessment.  

Either the recommending company sends out the advertisements itself or it employs service 
providers as processors. It is not necessary to disclose the addressees’ data to the recommended 

company. This way, the addressees’ legitimate interests regarding their data are better protected. 

EXAMPLE 5: LETTERSHOP  

Dialogue marketing occasionally involves so-called Lettershop mailing. As in recommendation 

advertising, the processing of the customer data is either carried out by the advertiser itself (so-
called list owner) or by a service provider (so-called Lettershop).  

However, unlike recommendation advertising, the address of the recommended company is shown 

as the sender address. The list owner is responsible for the selection and the contacting of 
addressees, and the data of the addressees are not disclosed to the recommended company). The 
Lettershop carries out the mailing solely on the basis of the list owner’s order. The same criteria 

need to be considered in the balance of interests as for recommendation advertising, since the data 
processing as such is carried out in exactly the same way. 
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EXAMPLE 6: ONLINE BEHAVIOURAL ADVERTISING 

The goal of Online Behavioural Advertising is to facilitate a tailored display of potentially interesting 
advertisements to users of online services. Particular categories of users are approached based on 
pseudonymised or anonymised selection criteria. The use of anonymised data is not restricted by 

data protection law. 

The providers of internet services as well as the advertiser have legitimate interests in displaying 
advertisements suitable to the needs and interests of their particular users. The revenue generated 

from this type of advertising is an important financial source for internet services. The advertiser 
gains a valid communication channel to these users via online advertising. All of these factors can 
be taken into consideration in the balance-of-interests process.  

Caution should be exercised where the data set is especially far-reaching or sensitive, in which 
case the legitimate interests of the user may outweigh those of the advertiser or internet service 
provider unless sufficient measures are in place to protect such data. Where service providers are 

used, it is important to ensure that the actual selection criteria are not directly disclosed to the 
advertiser. Pseudonymisation adds extra protection to personal data. Transparency and preference 
management increase the level of protection for the data subject’s legitimate interests. In practice, 

where such methods are employed, the data subject will be sufficiently protected, such that the 
interests of the advertiser would normally outweigh those of the data subjects. 

In the draft ePrivacy Regulation, the European Commission proposes more comprehensive consent 

requirements for Online Behavioural Advertising. It remains to be seen which approach the 
proposals will finally take in the course of the legislative process.  
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ALTERNATIVE 2: CONSENT 

The processing of data for dialogue marketing purposes is also permitted under the 
Regulation if the data subject consents to it. However, the provisions on consent were 
negotiated specifically in light of the social media phenomena. With regard to certain 
aspects, very strict standards were called for. But as a result, the political search for a 
compromise in the Regulation has led to a confusing and, in parts, inconsistent legal 
framework.  

At first glance, the definition of the term “consent” does not appear to have changed 
fundamentally from the one in the European Data Protection Directive of 1995. Normally, 
consent which was compliant with the Data Protection Directive will, therefore, also be 
compliant with the Regulation. However, the Regulation provides more detailed 
requirements for obtaining consent, some of which deviate from those that were enshrined in 
the national laws implementing the European Data Protection Directive. Therefore, 
companies were advised to review and, where necessary, amend existing declarations to 
comply with the requirements of the Regulation.  

REQUIREMENT EXPLANATION SOURCE

Freely given Consent might be considered not freely 
given where:  
- performance of an agreement is 

conditional on a declaration of consent 
t h a t i s n o t n e c e s s a r y f o r t h e 
performance of that agreement; 

- there is a clear imbalance between the 
data subject and the controller, in 
particular where the controller is a public 
authority; 

- it does not allow separate consent to be 
given to different personal data 
processing operations despite it being 
appropriate in the individual case.

Article 4(11) 
Article 7(4) 
Recitals 42 and 43 

Specific Consent should only be valid for specific 
purposes and should cover all processing 
activities carried out for the same purpose 
or for multiple purposes.

Article 4(11) 
Recital 32

Informed The data subject should be aware at least 
of the identity of the controller and the 
purposes of the processing.

Article 4(11) 
Recital 42
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Unambiguous Consent must constitute an unambiguous 
indication of the data subject's agreement 
to the processing of personal data relating 
to him or her, such as by a written 
statement, by electronic means, or by an 
oral statement. Silence, pre-ticked boxes 
or inactivity cannot constitute consent.

Article 4(11) 
Recital 32

Demonstrable The contro l ler should be able to 
demonstrate that the data subject has 
given consent to the processing operation.

Article 7(1) 
Recital 42

No unfair terms Reference to limitations regarding unfair 
terms in consumer contracts -.

Recital 42

Notice about the 
right to withdraw

Prior to giving consent, the data subject 
must be informed of his or her right to 
withdraw consent.

Article 7(3)

C l e a r l y 
distinguishable and 
in an intelligible and 
e a s i l y a v a i l a b l e 
form, using clear 
and plain language

The data subject should be made aware of 
the fact that their consent is required, 
particularly in the context of a written 
declaration which concerns the processing 
of personal data in addition to other 
matters. Safeguards should ensure that 
the data subject is aware of the fact that 
and the extent to which consent is given.

Article 7(2) 
Recital 42

Authorisation by 
t h e h o l d e r o f 
p a r e n t a l 
responsibility of a 
child

Applies only where data subject is under 
the age of 16 years in the context of 
information society services. Member 
States may provide by law for a lower age, 
as long as it is not below the age of 13 
years.

Article 8

Explicit Applies only to consent in the processing 
of special categories of personal data, 
automated decisions and transfers to third 
countries.

Article 9(2)(a) 
Article 22(2)(c)  
Article 49(1)(a)

Clear, concise and 
not unnecessarily 
disruptive to the 
use of the service

Applies only to consent given following an 
electronic request to process data.

Recital 32
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The diverse requirements of the Regulation for valid declarations of consent will, in practice, 
cause substantial legal uncertainty. More and more frequently, the question arises in which 
cases consent is required after all. The requests for consent are, therefore, more often 
tailored to exactly those aspects for which no other legal basis is conceivable. In view of the 
formal requirements attached to a valid declaration of consent, the balance-of-interests 
approach will – in most cases – turn out to be the more sensible option. The supervisory 
authorities confirm this tendency in their guidelines. 

Certain of the Recitals illustrate the requirements for valid consent with practical examples. 
Recital 32 specifies that ticking a box when visiting an internet website constitutes valid 
consent, whereas silence or pre-ticked boxes does not. 

§ Consent as an additional safeguard  

Advertisers may want to obtain the consent of data subjects as an additional legal 
safeguard. Should consent be withdrawn, invalidated or insufficiently verifiable, the 
company may still be able to rely on a different legal basis for the processing of personal 
data. The concept of recourse to other legal grounds is expressly mentioned in respect of 
the so-called “right to erasure (‘right to be forgotten’)” (Article 17(1)(b)). Therefore, one 
could argue that if an existing declaration of consent fails to meet the requirements of the 
Regulation, recourse to other legal grounds is admissible. This approach, however, is not 
uncontroversial between the supervisory authorities. In addition, using consent always 
harbours the risk that the declaration does not meet all the legal requirements and may be 
penalised. 
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§ Consent to communicate via electronic means  

Where electronic means are used to contact a data subject, the ePrivacy Directive 
requires the consent of the data subject in certain circumstances. The Regulation makes it 
clear that references to the repealed Directive shall be construed as references to the 
Regulation (Article 94). However, the Regulation shall not impose additional obligations on 
natural or legal persons in relation to processing in connection with the provision of 
publicly available electronic communications services in public communication networks in 
the Union in relation to matters for which they are subject to specific obligations with the 
same objective (Article 95). This will apply at least until the ePrivacy Directive is reformed. 
It is not clear, though, which conclusions are to be drawn from this provision. There is no 
reason not to adapt the consent requirements for electronic advertising to those of the 
GDPR. Very likely, they will apply anyway once the ePrivacy Regulation comes into force. 
The European and the German Data Protection Boards both agree that the requirements 
of the GDPR may be used for consent under the ePrivacy Regulation, even if this is still 
highly controversial as regards consent to cookie advertising. . 

The processing of personal data necessary for the preparation of advertising by email can 
usually be justified under the balance-of-interests clause. Pursuant to the ePrivacy 
Directive, it is sufficient if the consent to electronic advertising refers only to the possibility 
to communicate marketing to the individual by email. Data subjects should be informed 
whether the advertisement relates only to products or services offered by the advertiser 
itself, or also to those of third party companies. If consent for third party emails is being 
sought from the data subject, this should be expressly stated.

§ Unambiguous or explicit consent  

The Regulation distinguishes between unambiguous and explicit declarations of consent. 
The data subject must give explicit consent to the processing of special categories of 
personal data (Article 9) and to the transfer of such data to third countries (Article 49(1)
(a)). Therefore, for dialogue marketing purposes, explicit consent will only be required in 
exceptional cases. However, as stated above, silence, pre-ticked boxes or inactivity do not 
constitute “unambiguous” consent. Depositing a business card at a trade fair, for example, 
should constitute valid consent for communicating with the individual under the Regulation 
according to guidance provided by the German supervisory authorities.
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§ Limited prohibition on coupling 

The Regulation requires that: “When assessing whether consent is freely given, utmost 
account shall be taken of whether, inter alia, the performance of a contract, […], is 
conditional on consent […]” (Article 7(4)). Consent shall only be presumed to have been 
given freely if there is a genuine or free choice. It must be possible for the data subject to 
refuse or withdraw his or her consent without detriment (Recital 42).  

These requirements, taken together, appear to impose limitations on coupling of contracts 
with consent. However, the provision states that it shall not apply where the consent is 
necessary for the performance of a contract. The exemption does not refer to 
constellations in which the processing of data is necessary for the performance of a 
contract, because in such instances, no consent is required in any case (Article 6(1)(b)). 
The provision refers to constellations in which consent is necessary for the performance of 
a contract.  

Examples are lotteries, coupons or other special benefits which are granted in exchange 
for a declaration of consent. It also applies if a service is financed by data processing 
based on consent. In such cases, it is always helpful, if the service is also available 
(without consent) in return for a reasonable payment. Sometimes, the authorities interpret 
the limitations on coupling in a stricter way than is really necessary for compliance 
reasons. In order to avoid disputes, advertisers should refrain from coupling where 
possible.

§ Consent by a child 

Where a child is below the age of 16 years, consent to data processing in connection with 
an information society service shall be lawful only if and to the extent the consent is given 
or authorised by the holder of parental responsibility over the child (Article 8). Member 
States may lower the age level, provided that it is not below the age of 13 years, which 
some of the Member States actually did. As a result, this provision creates inconsistencies 
in the approach of different Member States within the European Union. Further, providers 
offering services to children below the age of 16 years will hardly be able to determine 
whether or not consent has been given or authorised by the child’s legal guardian.  

As a first step, advertisers should determine whether consent is required. The legitimate 
interests of children receive high priority in any balance of interests, as is expressly stated 
in Article 6(1)(f). However, the balance of interests may be considered as an alternative to 
obtaining consent, provided that the legitimate interests of the data subject are carefully 
assessed.
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§ Durability of consent 

In German case law, there exist a number of older court decisions dealing with the 
durability of declarations of consent. For companies obtaining consent for and sending out 
email newsletters on a regular basis, these decisions were irrelevant. They only impacted 
consent which has lain dormant for a longer period. However, with its decision dated 1 
February 2018, the Federal Supreme Court has explicitly clarified that there are no legal 
restrictions for the durability of declarations of consent related to data privacy issues 
(BGH, file no. III ZR 196/17).

§ Is the use of data for dialogue marketing lawful, if dialogue marketing was not 
envisaged at the point of time when the data were collected? 

Under certain conditions, the use of data for dialogue marketing may be also be lawful if 
dialogue marketing was not envisaged at the point of time when the data were collected. 
This is the case, when the purposes were extended later and still remain compatible with 
the purposes for which the personal data were initially collected (Articles 5(1)(b) and 6(4)). 
In such a case, no legal basis separate from that which allowed the collection of the 
personal data is required (Recital 50). The requirements for a “compatible” change of 
purposes substitute the assessment pursuant to the balance-of-interests clause. There are 
those who argue that the provision on the change of purpose contains additional limiting 
criteria. This view, however, is not in line with Recital 50. 

For dialogue marketing, the provision on the change of purpose is of little consequence, 
since data collected in a commercial context are always meant to be used for advertising 
purposes. A later change of purpose is, therefore, not required and the provision on the 
change of purpose is not applicable. To the extent to which data are further processed for 
statistical purposes (like, for example, in the context of Big Data applications) and were not 
expressly collected with such purpose, the change of purpose is considered lawful (Article 
5(1)(b)). 

In the rare cases in dialogue marketing in which recourse is required to the provision on 
the change of purpose the initial purposes of the collection must be verified. The legal 
basis lists five criteria which, eventually, constitute a special form of balancing of interests 
(Article 6(4)). Normally the provision on the change of purpose should, therefore, suffice 
as a legal basis for the processing of data for dialogue marketing purposes, even if the 
purposes for which the data were initially collected did not include marketing.  
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§ Can a change of purpose be justified on the basis of the balance-of-interests 
clause?  

In the initial draft of the Regulation, the European Commission suggested inserting a 
provision that would have prohibited the use of the balance-of-interests clause to justify a 
change of purpose where the new purpose was “incompatible” with the initial purpose. 
However, the suggested provision was deleted in the course of negotiations, with the 
result that the Regulation preserves the status quo established by the European Data 
Protection Directive on this issue. This means that a number of legal uncertainties has 
also survived. 

The legal concept of change of purpose operates as follows: If the change of purpose for 
the processing is compatible with the initial purpose for the processing, there is no need to 
establish an additional legal basis for the further processing. However, if the further 
processing is incompatible with the initial processing, then the further processing is not 
admissible unless it can be justified on an alternative ground.  

Even if the processing for dialogue marketing purposes was not included in the initial 
purposes for any kind of reason, such processing can be justified on the basis of the 
balance-of-interests clause – even if this new purpose is not considered to be compatible 
with the initial purposes. In most constellations, however, the further processing of 
commercially collected data will be “compatible” with the initial purposes. 

In light of the contentious negotiations regarding purpose limitation in the draft Regulation, 
the issue gives rise to diverging opinions. The advocates of a strict purpose limitation 
oppose any interpretation allowing recourse to the balance-of-interests clause to justify an 
incompatible change of purpose. Recital 50 states that a change of purpose that is 
compatible with the initial purpose for processing does not require any additional legal 
ground. This creates a two-tier model (a 1st tier without specific legal basis and a 2nd tier 
with specific legal basis), which suggests the possibility to take recourse on other legal 
grounds.  

Given that an “incompatible” change of purpose will only exist in rare cases, since the 
processing for marketing purposes is usually part of the initial purpose of the collection, 
the potential controversy on this issue is not a crucial factor in practice for dialogue 
marketing. Apart from that, not every change of purpose is “incompatible”. The Regulation 
proposes certain criteria under which a change of purpose for dialogue marketing 
purposes will rather count as a “compatible” change of purpose (Article 6(4)).
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2.2 RESPECTING THE OBJECTION OF AN ADDRESSEE 

Given that the Regulation, in principle, retains the Opt-out Principle for the processing of 
data for dialogue marketing purposes, the provision on the right to object is of major 
importance (Article 21 and Recital 70). The right to object shall be brought to the attention of 
the data subject no later than the time of the first communication with the data subject 
(Article 21(4)). The information must be presented clearly and separately from any other 
information (see Section 3 of this Best Practice Guide for detailed examples of such 
notifications).  

If an addressee objects to the use of his or her data for marketing purposes, such objection 
needs to be strictly respected. The controller needs to take care of this immediately. 
Advertising material must not be sent to anyone against their will. The data subject’s right to 
self-determination overrides any potential interests of the advertiser or a third party.  

The objection applies to the company to which the data subject addressed his or her 
objection. If the address, however, came from another company, such company should also 
take note of the objection, provided that it is put sufficiently widely. In practice, one should 
always consider, if it is possible to go even further than the objection implies. I.e., even if a 
data subject only objects to marketing sent out on behalf of a third party, the company which 
provided the address should always consider blocking the address for further advertising on 
behalf of third parties.  

Very often, when data subjects object to certain marketing measures, the problem arises 
that further communications might already have been prompted by the time the objection is 
received. For example, brochures could already have been pre-addressed. This issue has 
been considered by the German Data Protection Board in its Guideline dated November 
2018. If it is impossible to separate such mailings without disproportionate effort, the 
recipient should be made aware of this in the response to his or her objection letter.   

To the extent that general ad denier lists are compiled, such as for the so-called Robinson 
list of the DDV (available under www.ichhabediewahl.de), any person filing an objection with 
a company should be informed of the existence of such a list.  

If an advertiser receives an objection from a data subject, it is important to determine the 
exact intention of the data subject in order to respond appropriately. In practice, the types of 
objections filed by data subjects are of unlimited variety and a good deal of interpretation is 
required to determine a data subject’s intention with any certainty.  

Example 1: “I do not wish to receive marketing material from you.”  
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This objection is directed at the advertiser. One option for complying with such an objection 
is to include the address of the objecting data subject into an internal ad denier list. The data 
in the list are maintained in the data subject’s interest. The data subject should be informed 
about being included on the list. New mailings should always be checked against the ad 
denier list. There is no guarantee that, due to typical matching errors that can occur in 
connection with such lists, objecting data subjects will not accidentally receive mailings on 
occasion. However, the advertiser cannot be expected to apply more than reasonable care.  

Example 2: “I do not wish to receive marketing material from firms with which I have 
no dealings.”  

Upon receipt of an objection, the advertiser should include the objecting data subject as well 
as any involved list owners responsible for the provision of the address data to the advertiser 
(where applicable) on an internal ad denier list and, in addition, ensure that the data 
subject’s address data are no longer made available to third parties. The data subject should 
be notified regarding his or her inclusion on such list. 

Example 3: “Please delete my data.” 

Data subjects often demand the deletion of their data in order to avoid receiving further 
marketing materials. In this case, the advertiser should include him or her on the ad denier 
list. Subsequently, the advertiser should inform the data subject that a permanent cessation 
of mailings cannot be achieved by deletion, but by blocking of data, since deletion of his or 
her personal data would lead to a removal from the ad denier list and consequently not 
achieve the data subject’s initial goal. The advertiser should then request that the data 
subject contacts the company once more to confirm whether he or she wishes for all of his 
or her personal data to be deleted, including personal data in the company’s ad denier list.  

2.3 GENERAL PROCESSING PRINCIPLES  

The Regulation contains a number of principles relating to processing of personal data 
(Article 5). These are specified through the detailed provisions of the Regulation. Therefore, 
they do not have much weight on their own. However, one must be able to demonstrate 
compliance with such principles (Article 5(2)). Companies in the dialogue marketing sphere 
should especially note the following:  

Lawfulness, fair processing, and transparency 

Personal data may only be processed lawfully, fairly and in a transparent manner in relation 
to the data subject. Companies must observe the specific requirements for lawfulness and 
transparency in order to comply with this principle (see Section 2 and 3 of this Best Practice 
Guide).  
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Purpose limitation 

Personal data shall be collected for specified, explicit and legitimate purposes and not 
further processed in a manner that is incompatible with those purposes. Since, in a 
commercial context, data are collected for dialogue marketing purposes, there is usually no 
later change of purpose (see Section 2.1 Alternative 3 of this Best Practice Guide). 
Therefore, this principle is of minor importance in the context of dialogue marketing. 
However, companies should ensure that data subjects are informed that the initial purposes 
for collecting their personal data include the processing of such data for marketing purposes. 

Data minimisation 

Personal data shall be adequate, relevant and limited to what is necessary in relation to the 
purposes for which they are processed. Where personal data are processed for dialogue 
marketing purposes, it is important to check that the processed data are adequate and 
relevant for mailing and selection. 

Accuracy 

Personal data shall be accurate and, where necessary, brought up to date. Every 
reasonable step must be taken to ensure that personal data are accurate. With regard to 
dialogue marketing, the measures for erasing, rectifying and updating the addresses of data 
subjects are particularly important. These measures must be individually assessed to 
determine their adequacy, which may depend in part on external factors such as the 
availability of data validation and correction services by external service providers under 
adequate terms.  

Duration of storage 

The identification of data subjects shall be permitted for no longer than is necessary for the 
purposes for which the personal data are processed. Dialogue marketing necessarily 
requires the contacting of addressees, and consequently the identification of particular data 
subjects. For selection purposes, pseudonymised sets of data can be used. However, 
selection will usually also require the identification of data subjects. Data storage is no 
longer necessary when the data no longer has advertising potential. It is almost impossible 
to set standardised time limits. However, when an addressee has not reacted to any 
mailings for a consistent period of time, his or her data should no longer be used for 
dialogue marketing purposes. The advertiser has various obligations to inform data subjects 
regarding the duration for which their data are stored (see Section 3.1 of this Best Practice 
Guide), including specific obligations concerning the deletion of such data (though there are 
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no specific provisions regarding time limits for the storage of personal data). However, the 
limitations can be expressed in general terms and do not need to set a fixed time frame.  

Integrity and confidentiality 

Personal data shall be processed in a manner that ensures appropriate security of the 
personal data. The Regulation imposes specific data security measures (Article 32) requiring 
that companies implement appropriate technical and organisational measures. In doing so, 
the state of the art and the costs for the implementation along with the kind, scope, 
circumstances, as well as the purpose of and the risk involved with the processing need to 
be taken into account. Where data subjects’ addresses alone are being processed, the 
requirements are lower than where such addresses are processed with comprehensive and 
sensitive selection criteria.  

2.4 DATA PROCESSING WITHIN A GROUP OF COMPANIES 

The Regulation does not treat transfers of data between group companies in the same way 
as transfers within a single entity. From a data privacy perspective, each company in a group 
of companies is treated as a separate entity. The operation of intra-group Customer 
Relationship Management systems (CRM systems) and the use of the generated data for 
dialogue marketing purposes can be based on the balance-of-interests clause or on group-
level consent. The Regulation concedes that group companies have a legitimate interest in 
transferring personal data within the group (Recital 48). 

Where interests are balanced against each other in an intra-group context, the legitimate 
interests of the company usually outweigh those of the data subject. This is to be contrasted 
with a scenario in which personal data are transmitted to external entities. In this case, the 
legitimate interests of the data subject generally have more weight.  

The Regulation also provides for a scenario in which two or more companies jointly 
determine the purposes and means of processing as joint controllers (Article 26). In such a 
scenario, the participating companies should formalise their respective obligations under this 
Regulation by means of an agreement. This can be an appropriate solution in the case of an 
intra-group CRM system. As an alternative, the CRM system may also be managed by a 
contracted service provider (see Section 4 of this Best Practice Guide). Alternatively, 
companies may find that some combination of the solutions stated above is suitable for 
them. 
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3. PROVIDING COMPREHENSIVE TRANSPARENCY  

3.1 GENERAL OBLIGATIONS TO INFORM  

The Regulation imposes different obligations where data are collected directly from the data 
subject (Article 13) as opposed to being collected from other sources (Article 14). 
Considering it is easier to inform the data subject of the processing if the data are collected 
directly from the data subject, the obligation to inform is stricter than in a situation where the 
data are collected from other sources. It is recommended that the data subject is notified 
regarding the right to object to the use of his or her personal data for marketing purposes at 
the earliest stage possible, even in cases where it would also be sufficient to do so at the 
time of the first communication (Article 21(4)). Where the consent of the data subject has 
been obtained, the mandatory minimum information must be provided at the time consent is 
obtained (see Section 2.1 of this Best Practice Guide). 

The Regulation also differentiates between a minimum level of information, which must 
always be provided to the data subject, and additional information which needs only to be 
provided to the data subject if it is necessary or required for a fair and transparent 
processing of the data (Articles 13 and 14). The trigger for the provision of additional 
information does not provide legal certainty. Therefore, companies are advised to provide 
comprehensive information wherever this does not pose any technical or other problems (for 
example, by including data privacy information on a website). The European Data Privacy 
Board recommends provision of the minimum information and the relevant additional 
information under any circumstance (Working Paper 260). Such provision is not compulsory, 
however. The German Data Protection Board confirms the different requirements for 
minimum and additional information in its Guideline dated November 2018.  

Recital 58 expressly states that the information can also be provided to the data subject in 
electronic form, for example, through a publicly available website. Hence, information can be 
provided in a layered approach. For example, the minimum level of information can be 
provided in a mailing, and for all additional information, including information which changes 
frequently (such as the contact details of the data privacy officer, the list of data receiving 
group companies or the categories of other potential data recipients) can be provided 
through a website. With regard to mobile devices without screens on which data information 
could be displayed (screenless smart technology), for example, the European Data 
Protection Board confirms that information may be provided through a reference to an 
internet site (Working Paper 260). However, it is not advisable to refer exclusively to an 
internet site. To the extent to which this is feasible, the minimum information should always 
be included in the marketing mailing.  
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The extent to which the data subject is already aware of the mandatory minimum 
information, there is no need to provide such information again (Articles 13(4) and 14(5)(a)). 
However, while it may be considered common knowledge that, in a commercial context, the 
purposes of collection of personal data include dialogue marketing, companies are advised 
to always provide the mandatory minimum information at the time of the first communication 
with the data subject, since the expectations of the data subjects may differ widely.  

Data privacy information does not need to be provided repeatedly. The German Data Privacy 
Board recommends a regular information, but there is no legal requirement to do so. 

Regarding the information on the right to object, DDV recommends repeating it in each 
advertising mailing, even if there is no legal requirement to do so. If the addressee does not 
wish to receive marketing material from a specific company, this makes it easier for him or 
her to exercise this right. 

Where the data are not collected directly from the data subject (as in cases where the data 
are collected from publicly available sources or from other market participants), there also 
exists an obligation to inform. The information should be provided at the latest at the time of 
the first communication to that data subject (Article 14(3)(b)). At this point of time, the data 
subject shall also be informed about the right to object (Article 21(4)). 

An exception can be made, where the provision of such information would involve a 
disproportionate effort (Article 14(5)(b)). The exception, however, is not relevant for dialogue 
marketing in most cases; where the data are meant to be used for contacting the data 
subject, the information is only to be provided at the time of the first communication to that 
data subject. Once the first communication is effected, providing further information should 
not constitute any disproportionate extra effort. 

Where the data are not to be used for contacting the data subject, the question of whether 
informing the data subject constitutes a disproportionate effort or not would become 
relevant. The is no consensus as to what exactly constitutes a disproportionate effort. It is 
argued, for example, that contacting a large number of persons by mail in order to inform 
them already constitutes a disproportionate effort. If, at any rate, no information is provided 
because such provision is considered to constitute a disproportionate effort, data privacy 
information should at least be made available on the company’s homepage.  

EXAMPLE 1: An advertiser uses the addresses of its own customers and of interested 
persons in order to advertise its own products and services. Furthermore, the advertiser 
intends to make such data available via a Lettershop for third parties’ mailings. The company 
should inform the data subjects of this purpose and their right to object to it at the point that 
their data are initially collected.  
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SUGGESTED WORDING:  
“Privacy Notice: We wish to maintain our relationship with you as a customer and to 
provide you with information and offers regarding products and services. Under Article 6(1)(f) 
of the General European Data Protection Regulation, we will process your address data plus 
criteria for an advertising in keeping with your interests (in some cases, with the help of 
service providers) in order to send information and offers from us and from other companies 
[OPTIONAL: or organisations] to you. If you do not wish to receive such information or 
offers, you may object to the use of your data for marketing purposes at any time. Please 
feel free to contact us at our address. [OPTIONAL: You may also send your objection via e-
mail to: E-MAIL ADDRESS.] For further information regarding data protection, please see 
[INTERNET LINK LEADING TO COMPREHENSIVE DATA PRIVACY INFORMATION]. 
[OPTIONAL, WHERE A DATA PROTECTION OFFICER HAS BEEN APPOINTED:] You can 
reach our Data Protection Officer at our address.” 

§ Is it necessary to inform on the first page of the marketing mailing? 

With regard to marketing mailings, the question arises whether or not it is necessary to 
provide the complete data privacy information on the first page of the mailing. For 
technical reasons it is often only possible to provide a personalisation of the information on 
the first page. For example, if the addresses come from different list owners, such list 
owners can only be named individually on the first page. It is not advisable to hide the data 
protection information in the marketing mailing. This can be avoided by providing a 
reference to the data protection information on the first page of the marketing mailing. This 
may be achieved by pointing out that the data protection information can be found on a 
certain page of an advertiser’s brochure. However, it is always advisable to make 
addressees aware of their right to object alongside the reference to the data protection 
information.  

The text could be worded as follows: “The information about our data privacy principles 
and on your right to object to further advertising can be found on page x of our brochure.” 
Where the address is provided by a certain company, the following additional note is 
advisable: “Your address was provided to us by [name of the company].” The data privacy 
information contained in the brochure should contain more details, but does not need to 
name the list owner, the data services provider or the household database again. 
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§ Is it necessary to inform after one month at the latest? 

The European Data Protection Board is of the opinion that that the information must be 
provided within a “reasonable period” after obtaining the personal data and no later than 
one month (Working Paper 260), if the data are not collected directly from the data 
subject. This opinion is, however, based on a misunderstanding: Article 14(3)(b) and (c) 
are meant as alternatives to Article 14(3)(a). If the data are to be used for the 
communication with the data subjects or for the disclosure to a third party – which is the 
case, if they are processed for dialogue marketing purposes – the time limit of “no later 
than one month” does not apply. The information only needs to be provided at the first 
communication or at the first disclosure to a third party, since the involved service 
providers work as subcontractors for the list owner, data service provider or the owner of 
the household database.

§ How clear does the information have to be?  

The Regulation requires that the information is provided in a concise, transparent, 
intelligible and easily accessible form, using clear and plain language (Article 12(1)). In 
addition, Article 21(4) requires that the information shall not only be presented clearly, but 
also separately from any other information. The obligation to separate information 
regarding the right to object does not lead to an obligation to separate it completely from 
the general data protection information, since the information regarding the right to object 
is also part of the additional information pursuant to Articles 13(2)(b) and 14(2)(b). It 
should, therefore, stay together with the data privacy information. The important point is 
not to hide the information on the right to object in other types of information (like, for 
example, the General Terms and Conditions).



-  - 37

§ How to provide information in newspaper advertisements and coupons 

In practice, it is difficult to comply with the obligation to inform, if advertising media are 
used which do not have enough space to allow the provision of comprehensive 
information. This holds true for newspaper advertisements and coupons. A similar problem 
arises for TV, radio and billboard advertising. The German Data Protection Board 
recommends providing the minimum information also in these cases. However, this is 
virtually impossible. 

Where small advertisements are concerned, a reference to a more comprehensive data 
privacy information on the internet should also be sufficient. The European Data Protection 
Board seems to accept this solution for screenless smart technology. 

Furthermore, where advertisements with no space for information are concerned, the 
question must be asked when exactly the collection in the legal sense takes place, since 
the information only needs to be provided at this point of time. If an addressee responds to 
an advertisement, the data are only collected by the advertiser, once the addressee’s 
response is received by the company. At this point of time, the information shall be 
provided. The Regulation does not require that the information is provided “prior” to the 
collection. The information does not have a warning function, but is meant to provide 
transparency. Therefore, it seems to be justifiable that the data subjects are informed 
immediately after their response has been received by a company. In any case, all 
advertisements should contain a reference to the internet site on which the complete data 
privacy information is to be found.
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§ Is it necessary to inform about the data source? 

The data subjects shall receive information about the controller (Articles 13(1)(a) and 14(1)
(a)). For the Lettershop procedure, this means that the controller shall disclose information 
about his or her identity. Where the data were not collected directly from the data subject, 
the source of the data shall be disclosed (Article 14(2)(f). Regarding the information on the 
right to object, instructions on the best procedure to file an objection shall be provided as a 
minimum.  

In the context of the Lettershop procedure, the list owner’s data shall also be disclosed, 
i.e., information on how to contact the company. What exactly needs to be communicated 
here does not become clear from the Regulation. In our understanding, a valid and 
serviceable postal address should be sufficient. This may also be a PO Box address. The 
German Data Protection Board requests the publication of the full complete address as 
required for a summons. This, however, is no legal requirement. 

Where a list owner who provides addresses for use in a Lettershop procedure has already 
communicated his contact information at an earlier point of time, such contact data do not 
need to be included in all upcoming marketing mailings. To the extent to which the data 
are not disclosed to the advertiser, the source of the data does not need to be disclosed. 

However, where the data are disclosed to the advertiser, the advertiser should always 
inform the addressees from which source the personal data originate (Article 14(2)(f)). It 
remains open what exactly is meant by this provision. Where the data originate from 
publicly available sources, this must be communicated. Where the data originate from 
other sources, such sources shall be named. In fact, it should be sufficient to describe the 
category of sources (for example, “household database”). The information is only really 
required where it serves to guarantee a fair and transparent processing. Where this is 
practically feasible, however, we recommend publishing the exact designation of the 
source(s).   
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3.2 INFORMATION TO BE PROVIDED IN MAILINGS 

At the time of the first communication to the data subject, such data subject has usually 
already been notified with some or all of the mandatory minimum information, since this 
required when the data are collected. Such parts (or the complete information, whichever is 
the case) may be omitted from the information provided with the first communication. 
However, since the right to object constitutes the central legal justification for mailings sent 
out without consent, the information concerning such right should be provided with each and 
every mailing.  

Where a company (i.e. list owner) sends out mailings on behalf of a third party via a 
Lettershop, the information of the advertiser should always be included (see Example 1). 
Thereby, the addressees will be sufficiently informed of the purpose for the data collection 
and their right to object before they contact the advertiser regarding the mailing.  

The list owner’s data protection information can be omitted from the marketing mailing, if he 
has informed the addressees already at an earlier point of time. If not all list owners are able 
to provide proof of this, however, we recommend to include both the advertiser’s as well as 
the list owner’s data protection information in the marketing mailing. 

If an addressee objects to the processing of his or her personal data as a result of a mailing 
sent out via a Lettershop, the advertiser must respect such objection. Furthermore, the 
advertiser should inform the list owner (in particular, data service providers or the owner of a 
household database) of the objection so that the list owner can decide whether or not a 
particular address is to be used in any future Lettershop mailings. We recommend 
abstaining from further use of addresses for third parties, if the addressee sent an objection 
to the advertiser. 

Where data are not collected directly from the data subject (but, for example, from publicly 
available sources, other market participants or data service providers), the initial 
communication will usually provide the first opportunity of informing the data subject without 
disproportionate effort. The information provided must be comprehensive and must also 
contain information on the right to object.  

EXAMPLE 2: An advertiser collects data from a publicly available source and uses it for 
advertising campaigns.  
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SUGGESTED WORDING: 
“Privacy Notice: We would like to win you as a customer, to maintain our relationship with 
you as a customer and to provide you with information and offers regarding products and 
services. Under Article 6(1)(f) of the General European Data Protection Regulation, we will 
process your address data and criteria for tailored advertising (in some cases, with the help 
of service providers), in order to send information and offers from us and other companies 
[OPTIONAL: or organisations] to you. If you do not wish to receive such information or 
offers, you may object to the use of your data for marketing purposes at any time. Please 
feel free to contact us at our address. [OPTIONAL: You may also send your objection via e-
mail to: E-MAIL ADDRESS.] For further information regarding data protection, please contact 
us or see [INTERNET LINK LEADING TO COMPREHENSIVE DATA PRIVACY 
INFORMATION]. [OPTIONAL, WHERE A DATA PROTECTION OFFICER HAS BEEN 
APPOINTED:] You can reach our Data Protection Officer at our address.” 

There is a particular challenge, if the list owner has not provided his data protection 
information at an earlier point of time and the information must now be provided for both the 
list owner and the advertiser.  

EXAMPLE 3: A company uses the Lettershop procedure to have its marketing materials 
sent out to the addresses of a list owner.  

SUGGESTED WORDING: 
“Privacy Notice: We would like to win you as a customer, to maintain our relationship with 
you as a customer and to provide you with information and offers regarding products and 
services. Therefore, company [NAME AND ADDRESS OF THE LIST OWNER] sent out this 
marketing material to you. We only receive your address data and the criteria for tailored 
advertising, if you respond to this mailing. Under Article 6(1)(f) of the General European Data 
Protection Regulation, we will process your address data and criteria for tailored advertising 
(in some cases, with the help of service providers), in order to send information and offers 
from us, the above company and other companies [OPTIONAL: or organisations] to you. If 
you do not wish to receive such information or offers, you may object to the use of your data 
for marketing purposes at any time. Please feel free to contact us at our address (or the 
above company at its address as listed above. [OPTIONAL: You may also send your 
objection via e-mail to: E-MAIL ADDRESS.] For further information regarding data protection, 
please contact either us or the above company or see [INTERNET LINK LEADING TO 
COMPREHENSIVE DATA PRIVACY INFORMATION]. [OPTIONAL, WHERE DATA 
PROTECTION OFFICERS HAVE BEEN APPOINTED:] You can reach our Data Protection 
Officer at our address or the Data Protection Office of the above company at its address as 
listed above.” 
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EXAMPLE 4: A company uses the Lettershop procedure to have its marketing materials 
sent out to the addresses contained in a household database. Apart from the company’s 
own data protection information, the data protection information of the owner (controller) of 
the household database should also be included. 

SUGGESTED WORDING: 
“Privacy Notice: Your address data originates from [PROVIDER OF THE HOUSEHOLD 
DATABASE AND, OPTIONALLY, EMAIL ADDRESS]. Under Article 6(1)(f) of the General 
European Data Protection Regulation, your address data and criteria for tailored advertising 
are used in order to send information and offers from third companies [OPTIONAL: or 
organisations] (in some cases, with the help of service providers) to you [OPTIONAL: as well 
as for the updating, validation and enrichment of third companies’ [OPTIONAL: or 
organisations’] address lists. If you do not wish to receive such information or offers, you 
may object to the use of your data for marketing purposes at any time. Please feel free to 
send your objection to the address above. You can also reach the responsible Data 
Protection Officer under this address. For further information regarding data protection, 
please see [INTERNET LINK LEADING TO COMPREHENSIVE DATA PRIVACY 
INFORMATION].” 

In order to avoid lengthy data privacy notices on the first page of the marketing mailings, the 
information may be provided in segments. For example, it is possible to include a reference 
to a certain page of the company’s brochure, where the comprehensive data protection 
information is published. We strongly recommend pointing out the right to object already in 
the reference text. In addition, the list owner’s address and the internet link to his or her data 
protection information can already be included in the marketing mailing, provided that the 
data protection information on the list owner’s website explains the list owner’s role in the 
sending out of the marketing mailing.  

3.3 REQUEST FOR INFORMATION BY DATA SUBJECTS 

Like the former Data Protection Directive, the Regulation contains the data subject’s right to 
access his or her information (Article 15). It consists of two elements. Upon request, the data 
subjects shall be provided with certain categories of basic information (Article 15(1) and (2)); 
in addition, they are to be provided with a copy of the personal data (Article 15 (3)). 
Independent of the right to information, the data subjects also have a right to data portability 
(Article 20); this right, however, only applies to data which the data subject has provided 
him- or herself to a controller.  

Should a data subject exercise his or her right to information, the data protection information  
should be provided once more, because it usually contains the basic information. An 
important difference between the general obligations to inform (Articles 13 and 14) and the 
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data access right (Article 15) is that certain information is not only required in situations, 
where it is necessary for a “fair and transparent processing”. The differentiation between 
minimum information and further information does not apply here. Where the further 
information has not already been provided in the data privacy notice, it shall be provided in 
the context of the information request. However, in the context of an information request less 
information needs to be provided than in compliance with the general obligations to notify. 

The second element is the copy of the processed data. In practice, this means a challenge, 
since the data concerning a certain data subject can be at different places within the 
company. Therefore, as a first step, companies usually provide the data subjects with their 
central data. The majority of the requestors is content with that. A small number of 
requestors, however, asks for more detailed information. As a rule, also such detailed 
requests shall be answered in full. 

The right to information is not without limits, though. Some requests ignore that fact. The 
information shall be provided so that the data subject can be aware of, and verify, the 
lawfulness of the processing (Recital 63). Where the controller processes a large quantity of 
information concerning the data subject, the controller should be able to request that, before 
the information is delivered, the data subject specify the information or processing activities 
to which the request relates (Recital 63). 

Where the data subjects requests the information in order to provide it to a service provider 
for such service provider’s commercial use, the request constitutes a case of misuse. In 
case of manifestly unfounded requests, the controller has the right to refuse to act or to 
charge a reasonable fee (Article 12(5)). 

The right to obtain a copy referred to above shall not adversely affect the rights and 
freedoms of others, including trade secrets or intellectual property and in particular the 
copyright protecting the software (Article 15(4) and Recital 63). This provision also limits the 
right to information regarding marketing scores, if such scores can be considered as trade 
secrets. The European Directive on the Protection of Business Secrets ((EU) 2016/943) 
grants a wide scope of protection and has been implemented to a large extent, in particular, 
in Germany. 

Where the company cannot identify the data subject requesting the information (Article 
12(2)) or has no data on the data subject (Article 15(1)), the person seeking the information 
shall be informed accordingly. In such case, there exists no further right to information. 

Where a copy of the data is to be provided, there is always the possibility that the data 
subject asks for an electronic copy. However, the data should not simply be provided by 
email without proper protection. Where dialogue marketing is concerned, companies 
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normally have the data subjects’ postal address, but not necessarily a verified email 
address. In practice, two solutions have evolved for the electronic provision of information. 
Either, the company provides an online portal and the access codes are sent out by postal 
mail. Or an encrypted ZIP file is sent out by email and the access codes, again, by postal 
mail. The data subject is then able to download or decrypt the data. Such data usually come 
in the form of a copy of the information provided by postal mail in a portable document 
format (pdf). 

If the data subject also claims data portability, other conditions apply. Here, the data shall be 
provided in a machine-readable format. It is still under discussion whether or not a pdf is 
sufficient here. However, the important point is that the right to data portability is very limited. 
It only applies to data which were provided by the data subject him- or herself. The right 
does not apply for data which are processed on the basis of the balance-of-interests clause 
– which is normally the case in dialogue marketing. 

The limitations of the right to data portability are justified, because its main aim is to make it 
possible for data subjects to disclose their data to other companies. The data subject may 
even claim a direct transmission of the data to the other companies. This represents a major 
difference to the data access right which is meant to provide transparency to the data 
subject. Data portability shall only apply to data belonging to the data subject. When 
information requests are answered, companies should take care to inform the data subject 
that he or she does not receive the right to use such data for other purposes. In addition, 
information shall only be provided to the data subject and never to third parties. 

3.4 DATA BREACH NOTICE 

The Regulation sets out the circumstances in which a data controller has an obligation to 
notify regulatory authorities and the relevant data subject if a breach of personal data occurs 
(Articles 33 and 34). The data controller shall without undue delay and, where feasible, not 
later than 72 hours after having become aware, notify the personal data breach to the 
supervisory authority, unless the personal data breach is unlikely to result in a risk to the 
rights and freedoms of natural persons (Article 33). When the personal data breach is likely 
to result in a “high” risk to the rights and freedoms of natural persons, the controller shall 
also communicate the personal data breach to the data subject without undue delay. 

An advertiser will need to implement internal organisational measures in order to sufficiently 
comply with such obligations. Each employee within the company should know that he or 
she must report any data breaches, and to whom he or she must report any such breaches. 
Service providers shall be obliged to report any breaches coming to their knowledge to 
ensure that the company is able to report to the relevant party in time.  
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If the data privacy rules are infringed upon, it is often difficult to decide whether or not the 
requirements for the obligation to report a data breach are given. The obligation to report to 
the responsible data protection supervisory authority is triggered very easily; therefore, an 
infringement should always be reported, as soon as a suspicion turns into the certainty that it 
was committed. The data subject shall only be informed if the infringement constitutes a 
“high risk” for him or her. In the case of address data and criteria for tailored advertising 
which are processed on the basis of the balance-of-interests clause the threshold, normally, 
is not crossed.    

4. CONTRACTING SERVICE PROVIDERS SECURELY 

4.1 COMMISSIONED DATA PROCESSOR 

The Regulation allows companies to use Lettershops and other service providers as so-
called processors acting under the authority of the controller (Article 28). The disclosure of 
data to such processors does not count as a disclosure to third parties (Article 4(10)). The 
relationship between controller and processor is applied as if the processor were part of the 
controller. The same is true for the subcontractors of each service provider. In this way, the 
Regulation tries to ensure that the data privacy regime does not unnecessarily hinder the 
division of labour between advertisers and service providers.  

The concept protects the data subject and facilitates the legal use of service providers. If, for 
example, a mailing is sent out via a Lettershop, the data subjects’ addresses are not 
disclosed to the advertiser. Instead, the list owner contracts with the service provider 
(Lettershop or another service provider) as processor. In this way, the list owner remains the 
controller with respect to the processing of the data.  

However, where independent responsibilities for determining the purposes and means of the 
data processing are transferred, the processing can no longer be defined as a subcontracted 
processing. The distinction between dependent and independent provision of services is 
rather vague. Lettershops and other service providers are seen as processors, if the 
controller alone decides on the purposes and means of the data processing. Therefore, it is 
important to underline that list owners decide on the use of their data on their own. This 
should also be agreed contractually. 

As an alternative to the contracted data processing, the Regulation provides for a joint 
responsibility. For the Lettershop procedure, this is no sensible solution. It remains to be 
seen how the differentiation between contracted data processing and joint responsibility 
develops in the future. So far, the European Court of Justice has passed three important 
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decisions (Facebook fan page, C 210/16, Jehovah’s Witnesses, C-25/17, and Fashion ID, 
C-40/17), which, however, do not apply to constellations in which a contracted data 
processing had been agreed. We, therefore, believe that the safest way to proceed is to 
watch the further developments and, in the meantime, continue using contracted data 
processing. 

4.2 MINIMUM CONTRACTUAL REQUIREMENTS  

The contract with the processor shall set out the subject matter and duration of the 
processing, the nature and purpose of the processing, the type of personal data and 
categories of data subjects, and the obligations and rights of the controller (Article 28(3)).  

The DDV has incorporated the special requirements for contracted data processing into its 
quality and performance standards (Qualitäts- und Leistungsstandards - QuLS). In addition, 
the DDV makes its Declaration of Commitment (Verpflichtungserklärung) available as a 
model text to members and non-members alike.  

DDV members who have committed themselves to the above DDV Declaration of 
Commitment are listed on the DDV website (www.ddv.de). They are regularly audited by the 
DDV in the course of controlling compliance with its quality and performance standards. 

4.3 RESPONSIBILITIES OF THE SERVICE PROVIDER  

The Regulation expands the service providers’ responsibilities. For example, service 
providers shall maintain a record of all categories of processing activities carried out on 
behalf of a controller (Article 30(2)) and co-operate, on request, with the supervisory 
authority in the performance of their tasks (Article 31). In addition, the data subjects may 
make direct liability claims against the processor. The supervisory authorities may impose 

In addition, provision must be made for at least the following issues: 

- Documented instructions from the controller 
- Confidentiality obligations of the persons authorized to process the personal data 
- Security measures to be taken  
- Further subcontracting of processors 
- Rights of the data subjects  
- Processor’s assistance in complying with controller’s obligations 
- Deletion or return of the data following termination or expiry of the subcontract
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sanctions. The contractual relationship between principal and the services provider needs to 
take these changes of responsibilities into account. 

5. IMPLEMENTING DATA PROTECTION EFFECTIVELY  

5.1 KEEPING A RECORD OF PROCESSING ACTIVITIES 

Companies and their service providers must retain control over their data processing 
activities. To this end, the Regulation requires companies and service providers to keep a 
record of their processing activities. Companies with less than 250 employees are exempt 
from this rule, unless the processing that is likely to result in a risk to the rights and freedoms 
of data subjects, is not occasional, or includes special categories of data (Article 30(5)).  

In the area of dialogue marketing, most of the companies and service providers employ less 
than 250 employees. The processing, however, is usually “not occasional”. Therefore, the 
obligation to keep a record of processing activities will often apply. Another novelty is that 
also the processor is obliged to keep a record of processing activities. The controller and the 
processor shall, therefore, agree on how the data are to be transferred to the processor and 
if the controller is to keep the record on behalf of the processor.  

The requisite record may be kept in electronic form (Article 30(3)). It must be made available 
to the supervisory authority upon request. The Regulation does not require registration of 
data processing with, or notification of data processing to the responsible supervisory 
authorities. There is no general public right of access to the record of data processing. 

5.2 DATA PROTECTION OFFICER 

The Regulation requires the designation of a data protection officer in certain cases (Article 
37). The obligation is triggered by the core activities of the company, rather than the number 
of its employees. A data protection officer must be designated if the core activities of the 
company require regular and systematic monitoring of data subjects on a large scale or 
consist of processing on a large scale of special categories of data. This is usually not 
applicable in the context of dialogue marketing. However, it may be advisable to designate a 
data protection officer or at least to appoint a person in charge of data protection, in order to 
assign the tasks related to data protection issues internally.  

The Regulation gives Member States the choice to extend the obligation to designate a data 
protection officer. The German implementing law made use of this option. Where a minimum 
of 20 employees permanently processes personal data, a data protection officer shall be 
appointed. This also applies to processors. In addition, companies which process data for 
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commercial purposes are obliged to designate a data protection officer, independent of the 
number of their employees. 

5.3 TECHNICAL AND ORGANISATIONAL MEASURES  

Although many companies implement general technical and organisational measures to 
protect their data in the ordinary course, the Regulation obliges them to do so with regard to 
the processing of personal data (Article 32). Whether such measures are appropriate to 
ensure a level of security appropriate to the risk will depend on the state of the art, the costs 
for the implementation and the related risks. These measures are regularly audited by the 
DDV in the course of monitoring compliance with its quality and performance standards.  

5.4 DATA PROTECTION IMPACT ASSESSMENT 

The Regulation obliges companies to carry out a data protection impact assessment prior to 
introducing a new type of data processing, and to document such assessment in certain 
cases (Article 35). This applies to types of processing that are likely to result in a high risk to 
the rights and freedoms of natural persons. Normally, this will not apply to dialogue 
marketing activities, especially if the processing is carried out on the basis of the balance-of-
interests clause. 

5.5 ROLE OF THE SUPERVISORY AUTHORITIES AND THE EUROPEAN DATA 
PROTECTION BOARD 

The Regulation assigns far-reaching tasks (Article 57) and powers (Article 58) to supervisory 
authorities. Among other things, the authorities shall cooperate on a European level and 
coordinate their positions through a newly established body, called the European Data 
Protection Board (Article 68), which replaced the Article 29 Working Group. 

The Regulation sets out a comprehensive regime of fines for possible data breaches (Article 
83). The amount of the fine depends on whether the breach is of a formal or an 
administrative nature. For example, administrative fines can reach up to EUR 20 million, or 
in the case of an undertaking, up to 4% of the total worldwide annual turnover of the 
preceding financial year, whichever is higher, can be imposed for breaches of the 
Regulation.  

5.6 CONSUMER PROTECTION  

Data subjects shall have the right to mandate organisations, in particular, consumer 
protection organisations, to exercise rights under the Regulation on behalf of the data 
subject (Article 80(1)). The Regulation also gives Member States the option to grant to such 
organisations the power to bring a formal action if it considers that the rights of data subjects 
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have been infringed as a result of processing, even if such organisation has not been 
mandated to do so by a data subject (Article 80(2)). The provisions of the Regulation are 
without prejudice to further rights of organizations specified under other provisions (for 
example, with respect to general terms and conditions). Consumer protection organisations 
are not bound by decisions of the European Data Protection Board or national supervisory 
authorities.  

5.7 CODES OF CONDUCT AND CERTIFICATIONS 

Under the Regulation, national and European regulatory authorities shall encourage the 
preparation of codes of conduct and the establishment of certification mechanisms (Articles 
40 to 43). However, these mechanisms are subject to detailed formal and procedural 
requirements. It remains to be seen whether codes of conducts and certifications will provide 
solutions in practice.  

The DDV has enforced a strict regime of quality and performance standards for address 
service providers since 1992, and has continued to further develop it on an ongoing basis. In 
addition to meeting these quality and performance standards and conducting regular and 
independent controls, DDV members are also asked to carry out voluntary data privacy 
audits with strict audit criteria. Only companies that meet the DDV’s standards are entitled to 
carry a quality seal certifying that the above audit has taken place.  

 

6. ADEQUATE PROTECTION FOR CROSS-BORDER PROCESSING  

6.1 UNIVERSAL PROTECTION  

The Regulation protects personal data independent of the data subject’s nationality or his or 
her place of residence. The territorial application of the Regulation is broad. Where the 
processing is carried out in the context of an establishment of a controller or processor in the 
European Union, the Regulation applies. However, the Regulation will also apply where a 
company without an establishment in the European Union offers products or services (even 
if they are free of charge) to, or monitors the behaviour of data subjects located within the 
European Union. 
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If, for example, the data of an American citizen are collected, processed or used in Germany 
(i.e., his or her American address is bought by a German company and the company then 
sends a catalogue to him or her from Germany), the Regulation applies, even if such person 
has never set foot into Germany or the European Union. 

6.2 FREEDOMS WITHIN THE EUROPEAN UNION  

The Regulation prohibits data privacy-related restrictions to the free flow of personal data 
between Member States. This applies to the whole of the European Union and has also 
been adopted by the remaining countries within the European Economic Area (i.e. Norway, 
Iceland and Liechtenstein, but not Switzerland). 

However, the free flow of personal data is subject to the general data processing 
requirements of the Regulation. The free flow of data only means that the restrictions 
imposed by the Regulation apply equally to data that is transferred from Munich to Hamburg 
as to data transferred from Munich to Paris – in both cases, the relevant parties must 
determine whether the transfer is permitted under the Regulation.  

The provisions of the Regulation are complemented by the national rules implementing the 
ePrivacy Directive. As noted above, these rules continue to apply pending the expected 
reform to the ePrivacy Directive. This is particularly relevant in the context of electronic 
advertising, since such advertising is in most cases only admissible under the ePrivacy 
Directive with the consent of the addressee.  

6.3 BORDERS OF THE EUROPEAN UNION  

The freedom to transfer personal data within the European Economic Area is justified by the 
fact that for all Member States the same level of data protection is applicable under the 
Regulation. Only a small number of countries outside of the European Union have 
comparably strict data privacy laws.  

In light of the varying levels of protection granted in countries outside the European Union, 
the Regulation requires special measures for the transfer of data to so-called third countries. 
These special measures apply as long as the level of data protection in the third country is 
not approved as adequate in a decision by the European Commission. Where the 
Commission decides that the level of data protection is adequate, the same requirements for 
transfers of data transmission apply as for countries within the European Union.  

If the level of protection provided in a third country has not been approved as adequate, the 
special restrictions for third country transfers need to be complied with. This also applies to 
the transfer of data to processors in third countries. 
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It is important to note that the special requirements for third-country transfers apply in 
addition to the general requirements under the Regulation. If, for example, address data are 
to be transferred with selection criteria, as a first step, the company needs to determine 
whether or not such transfer would be admissible within the European Union. As a second 
step, the company will need to determine whether any special restrictions apply to the 
transfer of data to countries outside the European Union.  

The European Commission has evaluated the level of data protection in a number of 
countries and found that Andorra, Argentina, Canada (for commercial organisations), Israel, 
Japan, New Zealand, Uruguay and Switzerland, as well as the British Channel Islands of 
Guernsey and Jersey, the Isle of Man and the Danish Faroe Island grant an adequate level 
of protection (although certain of these jurisdictions are subject to additional restrictions). An 
adequate level of protection is also assumed for the United States of America, if the 
receiving companies have committed themselves to the EU-US Privacy Shield.  

The existing adequacy decisions of the European Commission remain valid under the 
Regulation. Furthermore, there may exist an adequate level of protection in countries which 
have not been evaluated by the European Commission as yet. However, under the 
Regulation, one can only rely on an official adequacy decision by the European 
Commission.  

6.3.1 Binding corporate rules 

One tool to guarantee an adequate level of data protection is the introduction of binding 
corporate rules. Such rules are required to be approved by the responsible supervisory 
authorities. Since the approval procedure tends to be a lengthy process, the rules of only a 
small number of companies have been approved to date. Therefore, binding corporate rules 
have played a minor role in practice. However, it appears that this model is gaining ground 
as an increasing number of companies have commenced the introduction of binding 
corporate rules.  

6.3.2 Standard contractual clauses  

If a finding concerning the adequacy of protection available in a third country has not been 
issued by the Commission, the company disclosing the data may agree the so-called 
standard contractual clauses with the company receiving the data. The European 
Commission has approved some model contracts to this end, which are published at the 

following URLs: <https://eur-lex.europa.eu/legal-content/DE/ALL/?uri=celex:32010D0087> 

a n d < h t t p s : / / e u r - l e x . e u r o p a . e u / l e g a l - c o n t e n t / E N / T X T / ?
qid=1565687540490&uri=CELEX:32001D0497> (2001/497/EC). 

https://eur-lex.europa.eu/legal-content/DE/ALL/?uri=celex:32010D0087
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1565687540490&uri=CELEX:32001D0497
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1565687540490&uri=CELEX:32001D0497
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1565687540490&uri=CELEX:32001D0497


-  - 51

There are two types of standard contractual clauses. The first type is designed for the 
transfer of data from a controller to another company who will also function as a data 
controller (2001/497/EC or alternatively C(2004)5271). The second type is designed for the 
transfer of data from a controller to a processors (new version C(2010) 593). In practice, the 
standard contractual clauses are the most common method of making compliant transfers of 
data transmissions to third countries. They are particularly useful for the contracting of 
processors in third countries.  

The contents of the standard contractual clauses can only be revised with approval from the 
responsible supervisory authority. Therefore, in practice, these clauses cannot be revised by 
companies and must be filled in like forms. The standard contractual clauses are intended to 
complement the commercial contractual provisions which are agreed in the context of the 
transfer of data.  

6.3.3 Valid consent to the disclosure of data 

The transfer of data to third countries may also be allowed if the affected data subject 
explicitly consents to the transfer. However, in practice there often is no realistic possibility of 
obtaining such consent. It requires that the text used to obtain consent from the data subject 
clearly states that the data subject’s personal data may be transferred to third countries. 
Furthermore, the text must include a warning regarding the possibility of an inadequate level 
of data protection granted in the recipient country. The general challenges of obtaining 
consent also apply here (see Section 2.1, Alternative 2 of this Best Practice Guide). 

6.4 SPECIAL STATUS OF SERVICE PROVIDERS 

The Regulation contains special provisions for service providers acting under the authority of 
a controller. Under certain circumstances, such service providers are to be treated as 
processors (see Section 4 of this Best Practice Guide). 

The advantage of subcontracted processing lies in the fact that the controller is treated as 
the principal actor, and the processor is not treated as a “third party”.  

Processing is frequently contracted to so-called Lettershops in order to prevent disclosure of 
data by the list owner to the advertiser. The Lettershop acts as processor on behalf of the list 
owner and the list owner continues to be the controller of the data under the Regulation.  

The advantages of subcontracted processing apply regardless of where the processor is 
located, whether in Germany or within another country of the European Union. For example, 
the Regulation will apply equally to a contract between a company in Germany and a 
Lettershop in Frankfurt or in Warsaw.  
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7. UNDERSTANDING TERMINOLOGY 

Address data 
Data about how a person can be reached 
by postal mail, electronic mail or 
telephone. 
List owner 
A company that owns address data as 
controller and which makes such address 
data available to third parties for 
marketing purposes. 
Processor 
A service provider processing personal 
data under the authority of the controller. 
The purposes and means of the 
processing are determined by the 
controller. 
Data subject 
The natural person whose personal data 
are processed. 
Service Provider 
Companies providing or processing 
addresses or selection criteria for dialogue 
marketing purposes. 
German Data Protection Board 
The German data protection supervisory 
authorities are organised in the German 
Data Protection Board in order to 
coordinate their individual approaches on 
an in formal leve l and to publ ish 
recommendations. 
Recommendation advertising 
Advertisements for the products of a third 
party which a controller sends out or 
arranges to be sent out. 
European Data Protection Board 
In the European Data Protection Board, 
the supervisory authorities of the Member 
States and the European Data Protection 
Officer are represented. The Board is 
responsible for the publ icat ion of 
Guidelines for a compliant implementation 
of the Regulation and the coordination of 
cross-border supervisory proceedings. 

Household Database 
A database containing addresses and 
selection criteria. The addresses usually 
stem from publicly available sources, 
while the selection criteria are based on 
aggregated, estimated or statistical data. 
Lettershop 
A service provider carrying out services 
such as production, packaging or mailing 
of adver t is ing mater ia ls or o ther 
correspondence to a group of recipients 
under the authority of a controller. 
Guideline 
The Guideline for the processing of 
personal data for direct marketing 
purposes which was adopted in November 
2 0 1 8 a n d w h i c h c o n t a i n s 
recommendations concerning the use of 
the Regulation in the area of dialogue 
marketing. 
Publicly available sources 
Sources which are available to the general 
public, such as publicly available internet 
sites or address, telephone, branch and 
similar directories. 
Personal Data 
Any information relating to an identified or 
identifiable natural person (including 
ident i f iable pseudonymised data) . 
However, this does not include data 
relating to a legal person 
Selection criteria 
Certain data which companies use to 
select specific addressees from a 
comprehensive l ist of persons for 
marketing purposes. 
Controller 
Any natural or legal person which, alone 
or jointly with others, determines the 
purposes and means of the processing of 
personal data, such as for example, list 
owners, but not processors. 



30

8. EXCERPTS FROM THE GENERAL DATA PROTECTION REGULATION



-  - 56

RECITAL 4 
The processing of personal data should 
be designed to serve mankind. The right 
to the protection of personal data is not an 
absolute right; it must be considered in 
relation to its function in society and be 
balanced against other fundamental 
rights, in accordance with the principle of 
proportionality. This Regulation respects 
all fundamental rights and observes the 
freedoms and principles recognised in the 
Charter as enshrined in the Treaties, in 
particular the respect for private and 
family life, home and communications, the 
protection of personal data, freedom of 
thought, conscience and religion, freedom 
of expression and information, freedom to 
conduct a business, the right to an 
effective remedy and to a fair trial, and 
cultural, religious and linguistic diversity. 
RECITAL 14 
The protection afforded by this Regulation 
should apply to natural persons, whatever 
their nationality or place of residence, in 
relation to the processing of their personal 
data. This Regulation does not cover the 
processing of personal data which 
concerns legal persons and in particular 
undertakings establ ished as legal 
persons, including the name and the form 
of the legal person and the contact details 
of the legal person. 
RECITAL 26 
The principles of data protection should 
apply to any information concerning an 
identified or identifiable natural person. 
Personal data which have undergone 
pseudonymisation, which could be 
attributed to a natural person by the use of 
add i t iona l in fo rmat ion shou ld be 
considered to be information on an 
identifiable natural person. To determine 
whether a natural person is identifiable, 
account should be taken of all the means 
reasonably likely to be used, such as 
singling out, either by the controller or by 
another person to identify the natural 
person directly or indirectly. To ascertain 
whether means are reasonably likely to be 
used to identify the natural person, 
account should be taken of all objective 
factors, such as the costs of and the 
amount of time required for identification, 
taking into consideration the available 
technology at the time of the processing 
and technological developments. The 
principles of data protection should 

therefore not apply to anonymous 
information, namely information which 
does not relate to an identified or 
identifiable natural person or to personal 
data rendered anonymous in such a 
manner that the data subject is not or no 
longer identifiable. This Regulation does 
not therefore concern the processing of 
such anonymous information, including for 
statistical or research purposes. 
RECITAL 30 
Natural persons may be associated with 
online identifiers provided by their devices, 
applications, tools and protocols, such as 
internet protocol addresses, cookie 
identifiers or other identifiers such as radio 
frequency identification tags. This may 
leave traces which, in particular when 
combined with unique identifiers and other 
information received by the servers, may 
be used to create profiles of the natural 
persons and identify them. 
RECITAL 32 
Consent should be given by a clear 
affirmative act establishing a freely given, 
specific, informed and unambiguous 
indication of the data subject's agreement 
to the processing of personal data relating 
to him or her, such as by a written 
statement, including by electronic means, 
or an oral statement. This could include 
ticking a box when visiting an internet 
website, choosing technical settings for 
information society services or another 
statement or conduct which clearly 
indicates in this context the data subject's 
acceptance of the proposed processing of 
his or her personal data. Silence, pre-
ticked boxes or inactivity should not 
therefore constitute consent. Consent 
should cover all processing activities 
carried out for the same purpose or 
purposes. When the processing has 
multiple purposes, consent should be 
given for all of them. If the data subject's 
consent is to be given following a request 
by electronic means, the request must be 
clear, concise and not unnecessarily 
disruptive to the use of the service for 
which it is provided. 
RECITAL 42 
Where processing is based on the data 
subject's consent, the controller should be 
able to demonstrate that the data subject 
has given consent to the processing 
operation. In particular in the context of a 
written declaration on another matter, 
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safeguards should ensure that the data 
subject is aware of the fact that and the 
extent to which consent is given. In 
accordance with Council Directive 93/13/
EEC (10) a declaration of consent pre-
formulated by the controller should be 
provided in an intelligible and easily 
accessible form, using clear and plain 
language and it should not contain unfair 
terms. For consent to be informed, the 
data subject should be aware at least of 
the identity of the controller and the 
purposes of the processing for which the 
personal data are intended. Consent 
should not be regarded as freely given if 
the data subject has no genuine or free 
choice or is unable to refuse or withdraw 
consent without detriment. 
RECITAL 43 
In order to ensure that consent is freely 
given, consent should not provide a valid 
legal ground for the processing of 
personal data in a specific case where 
there is a clear imbalance between the 
data subject and the controller, in 
particular where the controller is a public 
authority and it is therefore unlikely that 
consent was freely given in all the 
circumstances of that specific situation. 
Consent is presumed not to be freely 
given if it does not allow separate consent 
to be given to different personal data 
processing operations despite it being 
appropriate in the individual case, or if the 
performance of a contract, including the 
provision of a service, is dependent on the 
consent despite such consent not being 
necessary for such performance. 
RECITAL 47 
The legitimate interests of a controller, 
including those of a controller to which the 
personal data may be disclosed, or of a 
third party, may provide a legal basis for 
processing, provided that the interests or 
the fundamental rights and freedoms of 
the data subject are not overriding, taking 
into considerat ion the reasonable 
expectations of data subjects based on 
their relationship with the controller. Such 
legitimate interest could exist for example 
where there is a relevant and appropriate 
relationship between the data subject and 
the controller in situations such as where 
the data subject is a client or in the service 
of the controller. At any rate the existence 
of a legitimate interest would need careful 
assessment including whether a data 

subject can reasonably expect at the time 
and in the context of the collection of the 
personal data that processing for that 
purpose may take place. The interests and 
fundamental rights of the data subject 
could in particular override the interest of 
the data controller where personal data 
are processed in circumstances where 
data subjects do not reasonably expect 
further processing. Given that it is for the 
legislator to provide by law for the legal 
basis for public authorities to process 
personal data, that legal basis should not 
apply to the processing by public 
authorities in the performance of their 
tasks. The processing of personal data 
strictly necessary for the purposes of 
preventing fraud also constitutes a 
legitimate interest of the data controller 
concerned. The processing of personal 
data for direct marketing purposes may be 
regarded as carried out for a legitimate 
interest. 
RECITAL 50 
The processing of personal data for 
purposes other than those for which the 
personal data were initially collected 
should be allowed only where the 
processing is compatible with the 
purposes for which the personal data were 
initially collected. In such a case, no legal 
basis separate from that which allowed 
the collection of the personal data is 
required. If the processing is necessary for 
the performance of a task carried out in 
the public interest or in the exercise of 
official authority vested in the controller, 
Union or Member State law may 
determine and specify the tasks and 
purposes for which the further processing 
should be regarded as compatible and 
lawful. Further processing for archiving 
purposes in the public interest, scientific or 
historical research purposes or statistical 
purposes should be considered to be 
compatible lawful processing operations. 
The legal basis provided by Union or 
Member State law for the processing of 
personal data may also provide a legal 
basis for further processing. In order to 
ascertain whether a purpose of further 
processing is compatible with the purpose 
for which the personal data are initially 
collected, the controller, after having met 
all the requirements for the lawfulness of 
the original processing, should take into 
account, inter alia: any link between those 
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purposes and the purposes of the 
intended further processing; the context in 
which the personal data have been 
collected, in particular the reasonable 
expectations of data subjects based on 
their relationship with the controller as to 
their further use; the nature of the 
personal data; the consequences of the 
intended further processing for data 
subjects; and the existence of appropriate 
safeguards in both the original and 
intended further processing operations. 
Where the data subject has given consent 
or the processing is based on Union or 
Member State law which constitutes a 
necessary and proportionate measure in a 
democratic society to safeguard, in 
particular, important objectives of general 
public interest, the controller should be 
allowed to further process the personal 
data irrespective of the compatibility of the 
purposes. In any case, the application of 
the principles set out in this Regulation 
and in particular the information of the 
data subject on those other purposes and 
on his or her rights including the right to 
object, should be ensured. Indicating 
possible criminal acts or threats to public 
security by the controller and transmitting 
the relevant personal data in individual 
cases or in several cases relating to the 
same criminal act or threats to public 
security to a competent authority should 
be regarded as being in the legitimate 
interest pursued by the controller. 
However, such transmission in the 
legitimate interest of the controller or 
further processing of personal data should 
be prohibited if the processing is not 
compatible with a legal, professional or 
other binding obligation of secrecy. 
RECITAL 57 
If the personal data processed by a 
controller do not permit the controller to 
identify a natural person, the data 
controller should not be obliged to acquire 
additional information in order to identify 
the data subject for the sole purpose of 
complying with any provision of this 
Regulation. However, the controller should 
not refuse to take additional information 
provided by the data subject in order to 
support the exercise of his or her rights. 
Identification should include the digital 
identification of a data subject, for 
e x a m p l e t h r o u g h a u t h e n t i c a t i o n 
mechanism such as the same credentials, 

used by the data subject to log-in to the 
on-line service offered by the data 
controller. 
RECITAL 58 
The principle of transparency requires that 
any information addressed to the public or 
to the data subject be concise, easily 
accessible and easy to understand, and 
that clear and plain language and, 
a d d i t i o n a l l y, w h e r e a p p r o p r i a t e , 
visualisation be used. Such information 
could be provided in electronic form, for 
example, when addressed to the public, 
through a website. This is of particular 
relevance in situations where the 
p r o l i f e r a t i o n o f a c t o r s a n d t h e 
technological complexity of practice make 
it difficult for the data subject to know and 
understand whether, by whom and for 
what purpose personal data relating to 
him or her are being collected, such as in 
the case of online advertising. Given that 
children merit specific protection, any 
information and communication, where 
processing is addressed to a child, should 
be in such a clear and plain language that 
the child can easily understand. 
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ARTICLE 4 Definitions 
For the purposes of this Regulation: 
(1) ‘personal data’ means any information 
relating to an identified or identifiable 
natural person (‘data subject’); an 
identifiable natural person is one who can 
be identified, directly or indirectly, in 
particular by reference to an identifier 
such as a name, an identification number, 
location data, an online identifier or to one 
or more factors specific to the physical, 
physiological, genetic, mental, economic, 
cultural or social identity of that natural 
person; 
(2) ‘processing’ means any operation or 
set of operations which is performed on 
personal data or on sets of personal data, 
whether or not by automated means, such 
as collection, recording, organisation, 
structuring, storage, adaptation or 
alteration, retrieval, consultation, use, 
disclosure by transmission, dissemination 
or otherwise making available, alignment 
or combination, restriction, erasure or 
destruction; 
[…] 
4. ‘profiling’ means any form of automated 
processing of personal data consisting of 
the use of personal data to evaluate 
certain personal aspects relating to a 
natural person, in particular to analyse or 
predict aspects concerning that natural 
person's performance at work, economic 
situation, health, personal preferences, 
interests, reliability, behaviour, location or 
movements; 
5 . ‘pseudonymisat ion ’ means the 
processing of personal data in such a 
manner that the personal data can no 
longer be attributed to a specific data 
subject without the use of additional 
information, provided that such additional 
information is kept separately and is 
subject to technical and organisational 
measures to ensure that the personal data 
are not attributed to an identified or 
identifiable natural person; 
[…] 
10. ‘third party’ means a natural or legal 
person, public authority, agency or body 
other than the data subject, controller, 
processor and persons who, under the 
direct authority of the controller or 
processor, are authorised to process 
personal data 
11. ‘consent’ of the data subject means 
any freely given, specific, informed and 
unambiguous indication of the data 

subject's wishes by which he or she, by a 
statement or by a clear affirmative action, 
signifies agreement to the processing of 
personal data relating to him or her; 
[…] 
ARTICLE 5 Principles relating to 
processing of personal data 
1. Personal data shall be: 
(a) processed lawfully, fairly and in a 
transparent manner in relation to the data 
subject ( ‘ lawfulness, fairness and 
transparency’); 
(b) collected for specified, explicit and 
legitimate purposes and not further 
p r o c e s s e d i n a m a n n e r t h a t i s 
incompatible with those purposes; further 
processing for archiving purposes in the 
public interest, scientific or historical 
research purposes or statistical purposes 
shall, in accordance with Article 89(1), not 
be considered to be incompatible with the 
initial purposes (‘purpose limitation’); 
(c) adequate, relevant and limited to what 
is necessary in relation to the purposes for 
wh ich they are processed ( ‘da ta 
minimisation’); 
(d) accurate and, where necessary, kept 
up to date; every reasonable step must be 
taken to ensure that personal data that are 
inaccurate, having regard to the purposes 
for which they are processed, are erased 
or rectified without delay (‘accuracy’); 
(e) kept in a form which permits 
identification of data subjects for no longer 
than is necessary for the purposes for 
which the personal data are processed; 
personal data may be stored for longer 
periods insofar as the personal data will 
be processed solely for archiving 
purposes in the public interest, scientific or 
historical research purposes or statistical 
purposes in accordance with Article 89(1) 
subject to implementat ion of the 
appropriate technical and organisational 
measures required by this Regulation in 
order to safeguard the rights and 
freedoms of the data subject (‘storage 
limitation’); 
(f) processed in a manner that ensures 
appropriate security of the personal data, 
including protection against unauthorised 
or unlawful processing and against 
accidental loss, destruction or damage, 
u s i n g a p p r o p r i a t e t e c h n i c a l o r 
organisational measures (‘integrity and 
confidentiality’). 



-  - 60

2. The controller shall be responsible for, 
and be able to demonstrate compliance 
with, paragraph 1 (‘accountability’). 
ARTICLE 6 Lawfulness of processing 
1. Processing shall be lawful only if and to 
the extent that at least one of the following 
applies: 
(a) the data subject has given consent to 
the processing of his or her personal data 
for one or more specific purposes; 
(b) processing is necessary for the 
performance of a contract to which the 
data subject is party or in order to take 
steps at the request of the data subject 
prior to entering into a contract; 
( c ) p rocess i ng i s necessa ry f o r 
compliance with a legal obligation to which 
the controller is subject; 
(d) processing is necessary in order to 
protect the vital interests of the data 
subject or of another natural person; 
(e) processing is necessary for the 
performance of a task carried out in the 
public interest or in the exercise of official 
authority vested in the controller; 
(f) processing is necessary for the 
purposes of the legitimate interests 
pursued by the controller or by a third 
party, except where such interests are 
overridden by the interests or fundamental 
rights and freedoms of the data subject 
which require protection of personal data, 
in particular where the data subject is a 
child. 
Point (f) of the first subparagraph shall not 
apply to processing carried out by public 
authorities in the performance of their 
tasks. 
2. Member States may maintain or 
introduce more specific provisions to 
adapt the application of the rules of this 
Regulation with regard to processing for 
compliance with points (c) and (e) of 
paragraph 1 by determining more 
precisely specific requirements for the 
processing and other measures to ensure 
lawful and fair processing including for 
other specific processing situations as 
provided for in Chapter IX. 
3. The basis for the processing referred to 
in point (c) and (e) of paragraph 1 shall be 
laid down by: 
(a) Union law; or 
(b) Member State law to which the 
controller is subject. 
The purpose of the processing shall be 
determined in that legal basis or, as 

regards the processing referred to in point 
(e) of paragraph 1, shall be necessary for 
the performance of a task carried out in 
the public interest or in the exercise of 
official authority vested in the controller. 
That legal basis may contain specific 
provisions to adapt the application of rules 
of this Regulation, inter alia: the general 
conditions governing the lawfulness of 
processing by the controller; the types of 
data which are subject to the processing; 
the data subjects concerned; the entities 
to, and the purposes for which, the 
personal data may be disclosed; the 
purpose limitation; storage periods; and 
processing operations and processing 
procedures, including measures to ensure 
lawful and fair processing such as those 
for other specific processing situations as 
provided for in Chapter IX. The Union or 
the Member State law shall meet an 
objective of public interest and be 
proportionate to the legitimate aim 
pursued. 
4. Where the processing for a purpose 
other than that for which the personal data 
have been collected is not based on the 
data subject's consent or on a Union or 
Member State law which constitutes a 
necessary and proportionate measure in a 
democratic society to safeguard the 
objectives referred to in Article 23(1), the 
controller shall, in order to ascertain 
whether processing for another purpose is 
compatible with the purpose for which the 
personal data are initially collected, take 
into account, inter alia: 
(a) any link between the purposes for 
which the personal data have been 
collected and the purposes of the intended 
further processing; 
(b) the context in which the personal data 
have been collected, in particular 
regarding the relationship between data 
subjects and the controller; 
(c) the nature of the personal data, in 
particular whether special categories of 
personal data are processed, pursuant to 
Article 9, or whether personal data related 
to criminal convictions and offences are 
processed, pursuant to Article 10; 
(d) the possible consequences of the 
intended further processing for data 
subjects; 
(e ) the ex is tence o f appropr ia te 
safeguards, which may include encryption 
or pseudonymisation. 
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ARTICLE 7 Conditions for consent 
1. Where processing is based on consent, 
the controller shall be able to demonstrate 
that the data subject has consented to 
processing of his or her personal data. 
2. If the data subject's consent is given in 
the context of a written declaration which 
also concerns other matters, the request 
for consent shall be presented in a 
manner which is clearly distinguishable 
from the other matters, in an intelligible 
and easily accessible form, using clear 
and plain language. Any part of such a 
dec la ra t ion wh ich cons t i tu tes an 
infringement of this Regulation shall not 
be binding. 
3. The data subject shall have the right to 
withdraw his or her consent at any time. 
The withdrawal of consent shall not affect 
the lawfulness of processing based on 
consent before its withdrawal. Prior to 
giving consent, the data subject shall be 
informed thereof. It shall be as easy to 
withdraw as to give consent. 
4. When assessing whether consent is 
freely given, utmost account shall be 
taken of whether, in ter a l ia , the 
performance of a contract, including the 
provision of a service, is conditional on 
consent to the processing of personal data 
that is not necessary for the performance 
of that contract. 
ARTICLE 8 Conditions applicable to 
c h i l d ' s c o n s e n t i n r e l a t i o n t o 
information society services 
1. Where point (a) of Article 6(1) applies, 
in relation to the offer of information 
society services directly to a child, the 
processing of the personal data of a child 
shall be lawful where the child is at least 
16 years old. Where the child is below the 
age of 16 years, such processing shall be 
lawful only if and to the extent that 
consent is given or authorised by the 
holder of parental responsibility over the 
child. 
Member States may provide by law for a 
lower age for those purposes provided 
that such lower age is not below 13 years. 
2. The controller shall make reasonable 
efforts to verify in such cases that consent 
is given or authorised by the holder of 
parental responsibility over the child, 
taking into consideration available 
technology. 
3. Paragraph 1 shall not affect the general 
contract law of Member States such as 

the rules on the validity, formation or effect 
of a contract in relation to a child. 
ARTICLE 9 Processing of special 
categories of personal data 
1. Processing of personal data revealing 
racial or ethnic origin, political opinions, 
religious or philosophical beliefs, or trade 
union membership, and the processing of 
genetic data, biometric data for the 
purpose of uniquely identifying a natural 
person, data concerning health or data 
concerning a natural person's sex life or 
sexual orientation shall be prohibited. 
2. Paragraph 1 shall not apply if one of the 
following applies: 
(a) the data subject has given explicit 
consent to the processing of those 
personal data for one or more specified 
purposes, except where Union or Member 
State law provide that the prohibition 
referred to in paragraph 1 may not be 
lifted by the data subject; 
(b) processing is necessary for the 
purposes of carrying out the obligations 
and exercising specific rights of the 
controller or of the data subject in the field 
of employment and social security and 
social protection law in so far as it is 
authorised by Union or Member State law 
or a collective agreement pursuant to 
Member S ta te l aw p rov id ing fo r 
a p p r o p r i a t e s a f e g u a r d s f o r t h e 
fundamental rights and the interests of the 
data subject; 
(c) processing is necessary to protect the 
vital interests of the data subject or of 
another natural person where the data 
subject is physically or legally incapable of 
giving consent; 
(d) processing is carried out in the course 
of its legitimate activities with appropriate 
safeguards by a foundation, association or 
any other not-for-profit body with a 
political, philosophical, religious or trade 
union aim and on condition that the 
processing relates solely to the members 
or to former members of the body or to 
persons who have regular contact with it 
in connection with its purposes and that 
the personal data are not disclosed 
outside that body without the consent of 
the data subjects; 
(e) processing relates to personal data 
which are manifestly made public by the 
data subject; 
(f) processing is necessary for the 
establishment, exercise or defence of 
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legal claims or whenever courts are acting 
in their judicial capacity; 
(g) processing is necessary for reasons of 
substantial public interest, on the basis of 
Union or Member State law which shall be 
proportionate to the aim pursued, respect 
the essence of the right to data protection 
and provide for suitable and specific 
measures to safeguard the fundamental 
rights and the interests of the data subject; 
(h) processing is necessary for the 
purposes of preventive or occupational 
medicine, for the assessment of the 
working capacity of the employee, medical 
diagnosis, the provision of health or social 
care or treatment or the management of 
health or social care systems and services 
on the basis of Union or Member State 
law or pursuant to contract with a health 
professional and subject to the conditions 
and safeguards referred to in paragraph 3; 
(i) processing is necessary for reasons of 
public interest in the area of public health, 
such as protecting against serious cross-
border threats to health or ensuring high 
standards of quality and safety of health 
care and of medicinal products or medical 
devices, on the basis of Union or Member 
State law which provides for suitable and 
specific measures to safeguard the rights 
and freedoms of the data subject, in 
particular professional secrecy; 
(j) processing is necessary for archiving 
purposes in the public interest, scientific or 
historical research purposes or statistical 
purposes in accordance with Article 89(1) 
based on Union or Member State law 
which shall be proportionate to the aim 
pursued, respect the essence of the right 
to data protection and provide for suitable 
and specific measures to safeguard the 
fundamental rights and the interests of the 
data subject. 
3. Personal data referred to in paragraph 
1 may be processed for the purposes 
referred to in point (h) of paragraph 2 
when those data are processed by or 
under the responsibility of a professional 
subject to the obligation of professional 
secrecy under Union or Member State law 
or rules established by national competent 
bodies or by another person also subject 
to an obligation of secrecy under Union or 
Member State law or rules established by 
national competent bodies. 
4. Member States may maintain or 
introduce further conditions, including 
limitations, with regard to the processing 

of genetic data, biometric data or data 
concerning health. 
ARTICLE 10 Processing of personal 
data relating to criminal convictions 
and offences 
Processing of personal data relating to 
criminal convictions and offences or 
related security measures based on Article 
6(1) shall be carried out only under the 
control of official authority or when the 
processing is authorised by Union or 
Member S ta te l aw p rov id ing fo r 
appropriate safeguards for the rights and 
f r e e d o m s o f d a t a s u b j e c t s . A n y 
comprehensive register of criminal 
convictions shall be kept only under the 
control of official authority. 
ARTICLE 13 Information to be provided 
where personal data are collected from 
the data subject 
1. Where personal data relating to a data 
subject are collected from the data 
subject, the controller shall, at the time 
when personal data are obtained, provide 
the data subject with all of the following 
information: 
(a) the identity and the contact details of 
the controller and, where applicable, of the 
controller's representative; 
(b) the contact details of the data 
protection officer, where applicable; 
(c) the purposes of the processing for 
which the personal data are intended as 
well as the legal basis for the processing; 
(d) where the processing is based on point 
(f) of Article 6(1), the legitimate interests 
pursued by the controller or by a third 
party; 
(e) the recipients or categories of 
recipients of the personal data, if any; 
(f) where applicable, the fact that the 
controller intends to transfer personal data 
to a third country or international 
organisation and the existence or absence 
o f an adequacy dec is ion by the 
Commission, or in the case of transfers 
referred to in Article 46 or 47, or the 
second subparagraph of Article 49(1), 
reference to the appropriate or suitable 
safeguards and the means by which to 
obtain a copy of them or where they have 
been made available. 
2. In addition to the information referred to 
in paragraph 1, the controller shall, at the 
time when personal data are obtained, 
provide the data subject with the following 
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further information necessary to ensure 
fair and transparent processing: 
(a) the period for which the personal data 
will be stored, or if that is not possible, the 
criteria used to determine that period; 
(b) the existence of the right to request 
from the controller access to and 
rectification or erasure of personal data or 
restriction of processing concerning the 
data subject or to object to processing as 
well as the right to data portability; 
(c) where the processing is based on point 
(a) of Article 6(1) or point (a) of Article 
9(2), the existence of the right to withdraw 
consent at any time, without affecting the 
lawfulness of processing based on 
consent before its withdrawal; 
(d) the right to lodge a complaint with a 
supervisory authority; 
(e) whether the provision of personal data 
is a statutory or contractual requirement, 
or a requirement necessary to enter into a 
contract, as well as whether the data 
subject is obliged to provide the personal 
data and of the possible consequences of 
failure to provide such data; 
(f) the existence of automated decision-
making, including profiling, referred to in 
Article 22 (1) and (4) and, at least in those 
cases, meaningful information about the 
logic involved, as well as the significance 
and the envisaged consequences of such 
processing for the data subject. 
3. Where the controller intends to further 
process the personal data for a purpose 
other than that for which the personal data 
were collected, the controller shall provide 
the data subject prior to that further 
processing with information on that other 
purpose and with any relevant further 
information as referred to in paragraph 2. 
4. Paragraphs 1, 2 and 3 shall not apply 
where and insofar as the data subject 
already has the information. 
ARTICLE 14 Information to be provided 
where personal data have not been 
obtained from the data subject 
1. Where personal data have not been 
obtained from the data subject, the 
controller shall provide the data subject 
with the following information: 
(a) the identity and the contact details of 
the controller and, where applicable, of the 
controller's representative; 
(b) the contact details of the data 
protection officer, where applicable; 

(c) the purposes of the processing for 
which the personal data are intended as 
well as the legal basis for the processing; 
(d) the categories of personal data 
concerned; 
(e) the recipients or categories of 
recipients of the personal data, if any; 
(f) where applicable, that the controller 
intends to transfer personal data to a 
recipient in a third country or international 
organisation and the existence or absence 
o f an adequacy dec is ion by the 
Commission, or in the case of transfers 
referred to in Article 46 or 47, or the 
second subparagraph of Article 49(1), 
reference to the appropriate or suitable 
safeguards and the means to obtain a 
copy of them or where they have been 
made available. 
2. In addition to the information referred to 
in paragraph 1, the controller shall provide 
the data subject with the following 
information necessary to ensure fair and 
transparent processing in respect of the 
data subject: 
(a) the period for which the personal data 
will be stored, or if that is not possible, the 
criteria used to determine that period; 
(b) where the processing is based on point 
(f) of Article 6(1), the legitimate interests 
pursued by the controller or by a third 
party; 
(c) the existence of the right to request 
from the controller access to and 
rectification or erasure of personal data or 
restriction of processing concerning the 
data subject and to object to processing 
as well as the right to data portability; 
(d) where processing is based on point (a) 
of Article 6(1) or point (a) of Article 9(2), 
the existence of the right to withdraw 
consent at any time, without affecting the 
lawfulness of processing based on 
consent before its withdrawal; 
(e) the right to lodge a complaint with a 
supervisory authority; 
(f) from which source the personal data 
originate, and if applicable, whether it 
came from publicly accessible sources; 
(g) the existence of automated decision-
making, including profiling, referred to in 
Article 22 
(1) and (4) and, at least in those cases, 
meaningful information about the logic 
involved, as well as the significance and 
the envisaged consequences of such 
processing for the data subject. 
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3. The controller shall provide the 
information referred to in paragraphs 1 
and 2: 
(a) within a reasonable period after 
obtaining the personal data, but at the 
latest within one month, having regard to 
the specific circumstances in which the 
personal data are processed; 
(b) if the personal data are to be used for 
communication with the data subject, at 
the latest at the time of the first 
communication to that data subject; or 
(c) if a disclosure to another recipient is 
envisaged, at the latest when the personal 
data are first disclosed. 
4. Where the controller intends to further 
process the personal data for a purpose 
other than that for which the personal data 
were obtained, the controller shall provide 
the data subject prior to that further 
processing with information on that other 
purpose and with any relevant further 
information as referred to in paragraph 2. 
5. Paragraphs 1 to 4 shall not apply where 
and insofar as: 
(a) the data subject already has the 
information; 
(b) the provision of such information 
proves impossible or would involve a 
disproportionate effort, in particular for 
processing for archiving purposes in the 
public interest, scientific or historical 
research purposes or statistical purposes, 
subject to the conditions and safeguards 
referred to in Article 89(1) or in so far as 
the obligation referred to in paragraph 1 of 
this Article is likely to render impossible or 
seriously impair the achievement of the 
objectives of that processing. In such 
cases the controller shall take appropriate 
measures to protect the data subject's 
rights and freedoms and legitimate 
interests, including making the information 
publicly available; 
(c) obtaining or disclosure is expressly laid 
down by Union or Member State law to 
which the controller is subject and which 
provides appropriate measures to protect 
the data subject's legitimate interests; or 
(d) where the personal data must remain 
confidential subject to an obligation of 
professional secrecy regulated by Union 
or Member State law, including a statutory 
obligation of secrecy. 

ARTICLE 17 Right to erasure (‘right to 
be forgotten’) 
1. The data subject shall have the right to 
obtain from the controller the erasure of 
personal data concerning him or her 
without undue delay and the controller 
shall have the obligation to erase personal 
data without undue delay where one of the 
following grounds applies: 
(a) the personal data are no longer 
necessary in relation to the purposes for 
which they were collected or otherwise 
processed; 
(b) the data subject withdraws consent on 
which the processing is based according 
to point (a) of Article 6(1), or point (a) of 
Article 9(2), and where there is no other 
legal ground for the processing; 
(c) the data subject objects to the 
processing pursuant to Article 21(1) and 
there are no overriding legitimate grounds 
for the processing, or the data subject 
objects to the processing pursuant to 
Article 21(2); 
(d) the personal data have been unlawfully 
processed; 
(e) the personal data have to be erased 
for compliance with a legal obligation in 
Union or Member State law to which the 
controller is subject; 
(f) the personal data have been collected 
in relation to the offer of information 
society services referred to in Article 8(1). 
2. Where the controller has made the 
personal data public and is obliged 
pursuant to paragraph 1 to erase the 
personal data, the controller, taking 
account of available technology and the 
cost of implementation, shall take 
reasonable steps, including technical 
measures, to inform controllers which are 
processing the personal data that the data 
subject has requested the erasure by such 
controllers of any links to, or copy or 
replication of, those personal data. 
3. Paragraphs 1 and 2 shall not apply to 
the extent that processing is necessary: 
(a) for exercising the right of freedom of 
expression and information; 
(b) for compliance with a legal obligation 
which requires processing by Union or 
Member State law to which the controller 
is subject or for the performance of a task 
carried out in the public interest or in the 
exercise of official authority vested in the 
controller; 
(c) for reasons of public interest in the 
area of public health in accordance with 
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points (h) and (i) of Article 9(2) as well as 
Article 9(3); 
(d) for archiving purposes in the public 
interest, scientific or historical research 
purposes or statistical purposes in 
accordance with Article 89(1) in so far as 
the right referred to in paragraph 1 is likely 
to render impossible or seriously impair 
the achievement of the objectives of that 
processing; or 
(e) for the establishment, exercise or 
defence of legal claims. 
ARTICLE 21 Right to object 
1. The data subject shall have the right to 
object, on grounds relating to his or her 
particular situation, at any time to 
processing of personal data concerning 
him or her which is based on point (e) or 
(f) of Article 6(1), including profiling based 
on those provisions. The controller shall 
no longer process the personal data 
unless the controller demonstrates 
compelling legitimate grounds for the 
processing which override the interests, 
rights and freedoms of the data subject or 
for the establishment, exercise or defence 
of legal claims. 
2. Where personal data are processed for 
direct marketing purposes, the data 
subject shall have the right to object at 
any time to processing of personal data 
concerning him or her for such marketing, 
which includes profiling to the extent that it 
is related to such direct marketing. 
3. Where the data subject objects to 
processing for direct marketing purposes, 
the personal data shall no longer be 
processed for such purposes. 
4. At the latest at the time of the first 
communication with the data subject, the 
right referred to in paragraphs 1 and 2 
shall be explicitly brought to the attention 
of the data subject and shall be presented 
clearly and separately from any other 
information. 
5. In the context of the use of information 
society services, and notwithstanding 
Directive 2002/58/EC, the data subject 
may exercise his or her right to object by 
automated means using technical 
specifications. 
6. Where personal data are processed for 
scientific or historical research purposes 
or statistical purposes pursuant to Article 
89(1), the data subject, on grounds 
relating to his or her particular situation, 
shall have the right to object to processing 

of personal data concerning him or her, 
unless the processing is necessary for the 
performance of a task carried out for 
reasons of public interest. 
ARTICLE 22 Automated individual 
decision-making, including profiling 
1. The data subject shall have the right not 
to be subject to a decision based solely on 
automated processing, including profiling, 
which produces legal effects concerning 
him or her or similarly significantly affects 
him or her. 
2. Paragraph 1 shall not apply if the 
decision: 
(a) is necessary for entering into, or 
performance of, a contract between the 
data subject and a data controller; 
(b) is authorised by Union or Member 
State law to which the controller is subject 
and which also lays down suitable 
measures to safeguard the data subject's 
rights and freedoms and legitimate 
interests; or 
(c) is based on the data subject's explicit 
consent. 
3. In the cases referred to in points (a) and 
(c) of paragraph 2, the data controller shall 
implement suitable measures to safeguard 
the data subject's rights and freedoms and 
legitimate interests, at least the right to 
obtain human intervention on the part of 
the controller, to express his or her point 
of view and to contest the decision. 
4. Decisions referred to in paragraph 2 
shall not be based on special categories 
of personal data referred to in Article 9(1), 
unless point (a) or (g) of Article 9(2) 
appl ies and suitable measures to 
safeguard the data subject's rights and 
freedoms and legitimate interests are in 
place. 
ARTICLE 26 Joint controllers 
1. Where two or more controllers jointly 
determine the purposes and means of 
processing, they shall be joint controllers. 
They shall in a transparent manner 
determine their respective responsibilities 
for compliance with the obligations under 
this Regulation, in particular as regards 
the exercising of the rights of the data 
subject and their respective duties to 
provide the information referred to in 
Articles 13 and 14, by means of an 
arrangement between them unless, and in 
so far as, the respective responsibilities of 
the controllers are determined by Union or 
Member State law to which the controllers 
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are subject. The arrangement may 
designate a contact point for data 
subjects. 
2. The arrangement referred to in 
paragraph 1 shall duly reflect the 
respective roles and relationships of the 
joint controllers vis-à-vis the data subjects. 
The essence of the arrangement shall be 
made available to the data subject. 
3. Irrespective of the terms of the 
arrangement referred to in paragraph 1, 
the data subject may exercise his or her 
rights under this Regulation in respect of 
and against each of the controllers. 
ARTICLE 28 Processor 
1. Where processing is to be carried out 
on behalf of a controller, the controller 
shall use only processors providing 
sufficient guarantees to implement 
appropriate technical and organisational 
measures in such a manner that 
processing will meet the requirements of 
this Regulation and ensure the protection 
of the rights of the data subject. 
2. The processor shall not engage another 
processor without prior specific or general 
written authorisation of the controller. In 
the case of general written authorisation, 
the processor shall inform the controller of 
any intended changes concerning the 
addi t ion or rep lacement o f o ther 
processors, thereby giving the controller 
the opportunity to object to such changes. 
3. Processing by a processor shall be 
governed by a contract or other legal act 
under Union or Member State law, that is 
binding on the processor with regard to 
the controller and that sets out the 
subject-matter and duration of the 
processing, the nature and purpose of the 
processing, the type of personal data and 
categories of data subjects and the 
obligations and rights of the controller. 
That contract or other legal act shall 
stipulate, in particular, that the processor: 
(a) processes the personal data only on 
documented instruct ions from the 
controller, including with regard to 
transfers of personal data to a third 
country or an international organisation, 
unless required to do so by Union or 
Member State law to which the processor 
is subject; in such a case, the processor 
shall inform the controller of that legal 
requirement before processing, unless 
that law prohibits such information on 
important grounds of public interest; 

(b) ensures that persons authorised to 
process the personal data have committed 
themselves to confidentiality or are under 
an appropriate statutory obligation of 
confidentiality; 
(c) takes all measures required pursuant 
to Article 32; 
(d) respects the conditions referred to in 
paragraphs 2 and 4 for engaging another 
processor; 
(e) taking into account the nature of the 
processing, assists the controller by 
appropriate technical and organisational 
measures, insofar as this is possible, for 
the fulfilment of the controller's obligation 
to respond to requests for exercising the 
data subject's rights laid down in Chapter 
III; 
(f) assists the controller in ensuring 
compliance with the obligations pursuant 
to Articles 32 to 36 taking into account the 
nature of processing and the information 
available to the processor; 
(g) at the choice of the controller, deletes 
or returns all the personal data to the 
controller after the end of the provision of 
services relating to processing, and 
deletes existing copies unless Union or 
Member State law requires storage of the 
personal data; 
(h) makes available to the controller all 
information necessary to demonstrate 
compliance with the obligations laid down 
in this Article and allow for and contribute 
to audits, including inspections, conducted 
by the controller or another auditor 
mandated by the controller. 
With regard to point (h) of the first 
subparagraph, the processor shall 
immediately inform the controller if, in its 
opinion, an instruction infringes this 
Regulation or other Union or Member 
State data protection provisions. 
4. Where a processor engages another 
processor for carrying out specific 
processing activities on behalf of the 
controller, the same data protection 
obligations as set out in the contract or 
other legal act between the controller and 
the processor as referred to in paragraph 
3 shall be imposed on that other 
processor by way of a contract or other 
legal act under Union or Member State 
law, in particular providing sufficient 
guarantees to implement appropriate 
technical and organisational measures in 
such a manner that the processing will 
meet the requirements of this Regulation. 
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Where that other processor fails to fulfil its 
data protection obligations, the initial 
processor shall remain fully liable to the 
controller for the performance of that other 
processor's obligations. 
5. Adherence of a processor to an 
approved code of conduct as referred to in 
Article 40 or an approved certification 
mechanism as referred to in Article 42 
may be used as an element by which to 
demonstrate sufficient guarantees as 
referred to in paragraphs 1 and 4 of this 
Article. 
6. Without prejudice to an individual 
contract between the controller and the 
processor, the contract or the other legal 
act referred to in paragraphs 3 and 4 of 
this Article may be based, in whole or in 
part, on standard contractual clauses 
referred to in paragraphs 7 and 8 of this 
Article, including when they are part of a 
certification granted to the controller or 
processor pursuant to Articles 42 and 43. 
7. The Commission may lay down 
standard contractual clauses for the 
matters referred to in paragraph 3 and 4 of 
this Article and in accordance with the 
examination procedure referred to in 
Article 93(2). 
8. A supervisory authority may adopt 
standard contractual clauses for the 
matters referred 
to in paragraph 3 and 4 of this Article and 
in accordance with the consistency 
mechanism referred to in Article 63. 
9. The contract or the other legal act 
referred to in paragraphs 3 and 4 shall be 
in writing, including in electronic form. 
10. Without prejudice to Articles 82, 83 
and 84, if a processor infringes this 
Regulation by determining the purposes 
and means of processing, the processor 
shall be considered to be a controller in 
respect of that processing. 
ARTICLE 30 Records of processing 
activities 
1. Each controller and, where applicable, 
the controller's representative, shall 
maintain a record of processing activities 
under its responsibility. That record shall 
contain all of the following information: 
(a) the name and contact details of the 
controller and, where applicable, the joint 
controller, the controller's representative 
and the data protection officer; 
(b) the purposes of the processing; 

(c) a description of the categories of data 
subjects and of the categories of personal 
data; 
(d) the categories of recipients to whom 
the personal data have been or will be 
disclosed including recipients in third 
countries or international organisations; 
(e) where applicable, transfers of personal 
data to a third country or an international 
organisation, including the identification of 
that third country or international 
organisation and, in the case of transfers 
referred to in the second subparagraph of 
Article 49(1), the documentation of 
suitable safeguards; 
(f) where possible, the envisaged time 
l imits for erasure of the different 
categories of data; 
(g) where possible, a general description 
of the technical and organisational 
security measures referred to in Article 
32(1). 
2. Each processor and, where applicable, 
the processor's representative shall 
maintain a record of all categories of 
processing activities carried out on behalf 
of a controller, containing: 
(a) the name and contact details of the 
processor or processors and of each 
controller on behalf of which the processor 
is acting, and, where applicable, of the 
c o n t r o l l e r ' s o r t h e p r o c e s s o r ' s 
representative, and the data protection 
officer; 
(b) the categories of processing carried 
out on behalf of each controller; 
(c) where applicable, transfers of personal 
data to a third country or an international 
organisation, including the identification of 
that third country or international 
organisation and, in the case of transfers 
referred to in the second subparagraph of 
Article 49(1), the documentation of 
suitable safeguards; 
(d) where possible, a general description 
of the technical and organisational 
security measures referred to in Article 
32(1). 
3. The records referred to in paragraphs 1 
and 2 shall be in writing, including in 
electronic form. 
4. The controller or the processor and, 
where applicable, the controller's or the 
processor's representative, shall make the 
record available to the supervisory 
authority on request. 
5. The obl igat ions referred to in 
paragraphs 1 and 2 shall not apply to an 
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enterprise or an organisation employing 
fewer than 250 persons unless the 
processing it carries out is likely to result 
in a risk to the rights and freedoms of data 
subjects, the processing is not occasional, 
or the processing includes special 
categories of data as referred to in Article 
9(1) or personal data relating to criminal 
convictions and offences referred to in 
Article 10. 
ARTICLE 32 Security of processing 
1. Taking into account the state of the art, 
the costs of implementation and the 
nature, scope, context and purposes of 
processing as well as the risk of varying 
likelihood and severity for the rights and 
freedoms of natural persons, the controller 
and the processor shall implement 
appropriate technical and organisational 
measures to ensure a level of security 
appropriate to the risk, including inter alia 
as appropriate: 
(a) the pseudonymisation and encryption 
of personal data; 
(b) the ability to ensure the ongoing 
confidentiality, integrity, availability and 
resilience of processing systems and 
services; 
(c) the ability to restore the availability and 
access to personal data in a timely 
manner in the event of a physical or 
technical incident; 
(d) a process for regularly testing, 
a s s e s s i n g a n d e v a l u a t i n g t h e 
e f f e c t i v e n e s s o f t e c h n i c a l a n d 
organisational measures for ensuring the 
security of the processing. 
2. In assessing the appropriate level of 
security account shall be taken in 
particular of the risks that are presented 
by processing, in par t icu lar f rom 
accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure of, or 
access to personal data transmitted, 
stored or otherwise processed. 
3. Adherence to an approved code of 
conduct as referred to in Article 40 or an 
approved certification mechanism as 
referred to in Article 42 may be used as an 
element by which to demonstrate 
compliance with the requirements set out 
in paragraph 1 of this Article. 
4. The controller and processor shall take 
steps to ensure that any natural person 
acting under the authority of the controller 
or the processor who has access to 
personal data does not process them 

except on instructions from the controller, 
unless he or she is required to do so by 
Union or Member State law. 
ARTICLE 33 Notification of a personal 
data breach to the supervisory 
authority 
1. In the case of a personal data breach, 
the controller shall without undue delay 
and, where feasible, not later than 72 
hours after having become aware of it, 
notify the personal data breach to the 
supervisory authority competent in 
accordance with Article 55, unless the 
personal data breach is unlikely to result 
in a risk to the rights and freedoms of 
natural persons. Where the notification to 
the supervisory authority is not made 
within 72 hours, it shall be accompanied 
by reasons for the delay. 
2. The processor shall notify the controller 
without undue delay after becoming aware 
of a personal data breach. 
3. The notification referred to in paragraph 
1 shall at least: 
(a) describe the nature of the personal 
data breach including where possible, the 
categories and approximate number of 
data subjects concerned and the 
categories and approximate number of 
personal data records concerned; 
(b) communicate the name and contact 
details of the data protection officer or 
o the r con tac t po in t whe re more 
information can be obtained; 
(c) describe the likely consequences of 
the personal data breach; 
(d) describe the measures taken or 
proposed to be taken by the controller to 
address the personal data breach, 
including, where appropriate, measures to 
mitigate its possible adverse effects. 
4. Where, and in so far as, it is not 
possible to provide the information at the 
same time, the information may be 
provided in phases without undue further 
delay. 
5. The controller shall document any 
personal data breaches, comprising the 
facts relating to the personal data breach, 
its effects and the remedial action taken. 
That documentation shall enable the 
supervisory authority to verify compliance 
with this Article. 
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ARTICLE 34 Communication of a 
personal data breach to the data 
subject 
1. When the personal data breach is likely 
to result in a high risk to the rights and 
freedoms of natural persons, the controller 
shall communicate the personal data 
breach to the data subject without undue 
delay. 
2. The communication to the data subject 
referred to in paragraph 1 of this Article 
shall describe in clear and plain language 
the nature of the personal data breach 
and contain at least the information and 
measures referred to in points (b), (c) and 
(d) of Article 33(3). 
3. The communication to the data subject 
referred to in paragraph 1 shall not be 
required if any of the following conditions 
are met: 
(a) the controller has implemented 
appropriate technical and organisational 
protection measures, and those measures 
were applied to the personal data affected 
by the personal data breach, in particular 
those that render the personal data 
unintelligible to any person who is not 
author ised to access i t , such as 
encryption; 
(b) the controller has taken subsequent 
measures which ensure that the high risk 
to the rights and freedoms of data 
subjects referred to in paragraph 1 is no 
longer likely to materialise; 
(c) it would involve disproportionate effort. 
In such a case, there shall instead be a 
public communication or similar measure 
whereby the data subjects are informed in 
an equally effective manner. 
4. If the controller has not already 
communicated the personal data breach 
to the data subject, the supervisory 
authority, having considered the likelihood 
of the personal data breach resulting in a 
high risk, may require it to do so or may 
decide that any of the conditions referred 
to in paragraph 3 are met. 
ARTICLE 35 Data protection impact 
assessment 
1. Where a type of processing in particular 
using new technologies, and taking into 
account the nature, scope, context and 
purposes of the processing, is likely to 
result in a high risk to the rights and 
freedoms of natural persons, the controller 
shall, prior to the processing, carry out an 
assessment of the impact of the 

envisaged processing operations on the 
protection of personal data. A single 
assessment may address a set of similar 
processing operations that present similar 
high risks. 
2. The controller shall seek the advice of 
the data protection off icer, where 
designated, when carrying out a data 
protection impact assessment. 
3. A data protection impact assessment 
referred to in paragraph 1 shall in 
particular be required in the case of: 
(a) a systematic and extensive evaluation 
of personal aspects relating to natural 
persons which is based on automated 
processing, including profiling, and on 
which decisions are based that produce 
legal effects concerning the natural person 
or similarly significantly affect the natural 
person; 
(b) processing on a large scale of special 
categories of data referred to in Article 
9(1), or of personal data relating to 
criminal convictions and offences referred 
to in Article 10; or 
(c) a systematic monitoring of a publicly 
accessible area on a large scale. 
4. The supervisory authority shall establish 
and make public a list of the kind of 
processing operations which are subject 
to the requirement for a data protection 
impact assessment pursuant to paragraph 
1. The supervisory authority shall 
communicate those lists to the Board 
referred to in Article 68. 
5. The supervisory authority may also 
establish and make public a list of the kind 
of processing operations for which no data 
protection impact assessment is required. 
T h e s u p e r v i s o r y a u t h o r i t y s h a l l 
communicate those lists to the Board. 
6. Prior to the adoption of the lists referred 
to in paragraphs 4 and 5, the competent 
supervisory authority shall apply the 
consistency mechanism referred to in 
Article 63 where such lists involve 
processing activities which are related to 
the offering of goods or services to data 
subjects or to the monitoring of their 
behaviour in several Member States, or 
may substant ia l ly a ffect the f ree 
movement of personal data within the 
Union. 
7. The assessment shall contain at least: 
(a) a systematic description of the 
envisaged processing operations and the 
purposes of the processing, including, 
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where applicable, the legitimate interest 
pursued by the controller; 
(b) an assessment of the necessity and 
propor t iona l i ty o f the process ing 
operations in relation to the purposes; 
(c) an assessment of the risks to the rights 
and freedoms of data subjects referred to 
in paragraph 1; and 
(d) the measures envisaged to address 
the risks, including safeguards, security 
measures and mechanisms to ensure the 
protection of personal data and to 
demonstrate compl iance with this 
Regulation taking into account the rights 
and legitimate interests of data subjects 
and other persons concerned. 
8. Compliance with approved codes of 
conduct referred to in Article 40 by the 
relevant controllers or processors shall be 
taken into due account in assessing the 
impact of the processing operations 
performed by such control lers or 
processors, in particular for the purposes 
of a data protection impact assessment. 
9. Where appropriate, the controller shall 
seek the views of data subjects or their 
r ep resen ta t i ves on the i n tended 
processing, without prejudice to the 
protection of commercial or public 
interests or the security of processing 
operations. 
10. Where processing pursuant to point 
(c) or (e) of Article 6(1) has a legal basis in 
Union law or in the law of the Member 
State to which the controller is subject, 
that law regulates the specific processing 
operation or set of operations in question, 
and a data protection impact assessment 
has already been carried out as part of a 
general impact assessment in the context 
of the adoption of that legal basis, 
paragraphs 1 to 7 shall not apply unless 
Member States deem it to be necessary to 
carry out such an assessment prior to 
processing activities. 
11. Where necessary, the controller shall 
carry out a review to assess if processing 
is performed in accordance with the data 
protection impact assessment at least 
when there is a change of the risk 
represented by processing operations. 
ARTICLE 37 Designation of the data 
protection officer 
1. The controller and the processor shall 
designate a data protection officer in any 
case where: 

(a) the processing is carried out by a 
public authority or body, except for courts 
acting in their judicial capacity; 
(b) the core activities of the controller or 
the processor consist of processing 
operations which, by virtue of their nature, 
their scope and/or their purposes, require 
regular and systematic monitoring of data 
subjects on a large scale; or 
(c) the core activities of the controller or 
the processor consist of processing on a 
large scale of special categories of data 
pursuant to Article 9 or personal data 
relating to criminal convictions and 
offences referred to in Article 10. 
2. A group of undertakings may appoint a 
single data protection officer provided that 
a data protection officer is easily 
accessible from each establishment. 
3. Where the controller or the processor is 
a public authority or body, a single data 
protection officer may be designated for 
several such authorities or bodies, taking 
account of their organisational structure 
and size. 
4. In cases other than those referred to in 
paragraph 1, the controller or processor or 
a s s o c i a t i o n s a n d o t h e r b o d i e s 
representing categories of controllers or 
processors may or, where required by 
Union or Member State law shall, 
designate a data protection officer. The 
data protection officer may act for such 
a s s o c i a t i o n s a n d o t h e r b o d i e s 
representing controllers or processors. 
5. The data protection officer shall be 
designated on the basis of professional 
qualit ies and, in particular, expert 
knowledge of data protection law and 
practices and the ability to fulfil the tasks 
referred to in Article 39. 
6. The data protection officer may be a 
staff member of the control ler or 
processor, or fulfil the tasks on the basis 
of a service contract. 
7. The controller or the processor shall 
publish the contact details of the data 
protection officer and communicate them 
to the supervisory authority. 
ARTICLE 41 Monitoring of approved 
codes of conduct 
1. Without prejudice to the tasks and 
powers of the competent supervisory 
authority under Articles 57 and 58, the 
monitoring of compliance with a code of 
conduct pursuant to Article 40 may be 
carried out by a body which has an 
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appropriate level of expertise in relation to 
the subject-matter of the code and is 
accredited for that purpose by the 
competent supervisory authority. 
2. A body as referred to in paragraph 1 
may be accredited to monitor compliance 
with a code of conduct where that body 
has: 
(a) demonstrated its independence and 
expertise in relation to the subject-matter 
of the code to the satisfaction of the 
competent supervisory authority; 
(b) established procedures which allow it 
to assess the eligibility of controllers and 
processors concerned to apply the code, 
to monitor their compliance with its 
provisions and to periodically review its 
operation; 
(c) established procedures and structures 
to handle complaints about infringements 
of the code or the manner in which the 
code has been, or is being, implemented 
by a controller or processor, and to make 
those procedures and s t ruc tures 
transparent to data subjects and the 
public; and 
(d) demonstrated to the satisfaction of the 
competent supervisory authority that its 
tasks and duties do not result in a conflict 
of interests. 
3. The competent supervisory authority 
shall submit the draft requirements for 
accreditation of a body as referred to in 
paragraph 1 of this Article to the Board 
pursuant to the consistency mechanism 
referred to in Article 63. 
4. Without prejudice to the tasks and 
powers of the competent supervisory 
authority and the provisions of Chapter 
VIII, a body as referred to in paragraph 1 
of this Article shall, subject to appropriate 
safeguards, take appropriate action in 
cases of infringement of the code by a 
contro l ler or processor, inc luding 
suspension or exclusion of the controller 
or processor concerned from the code. It 
shall inform the competent supervisory 
authority of such actions and the reasons 
for taking them. 
5. The competent supervisory authority 
shall revoke the accreditation of a body as 
referred to in paragraph 1 i f the 
requirements for accreditation are not, or 
are no longer, met or where actions taken 
by the body infringe this Regulation. 
6. This Article shall not apply to processing 
carried out by public authorities and 
bodies. 

ARTICLE 42 Certification 
1. The Member States, the supervisory 
a u t h o r i t i e s , t h e B o a r d a n d t h e 
Commission shall encourage, in particular 
at Union level, the establishment of data 
protection certification mechanisms and of 
data protection seals and marks, for the 
purpose of demonstrating compliance with 
this Regulation of processing operations 
by controllers and processors. The 
specific needs of micro, small and 
medium-sized enterprises shall be taken 
into account. 
2. In addition to adherence by controllers 
or processors subject to this Regulation, 
data protection certification mechanisms, 
seals or marks approved pursuant to 
paragraph 5 of this Article may be 
e s t a b l i s h e d f o r t h e p u r p o s e o f 
d e m o n s t r a t i n g t h e e x i s t e n c e o f 
appropriate safeguards provided by 
controllers or processors that are not 
subject to this Regulation pursuant to 
Article 3 within the framework of personal 
data transfers to third countries or 
international organisations under the 
terms referred to in point (f) of Article 
46(2). Such controllers or processors shall 
m a k e b i n d i n g a n d e n f o r c e a b l e 
commitments, via contractual or other 
legally binding instruments, to apply those 
appropriate safeguards, including with 
regard to the rights of data subjects. 
3. The certification shall be voluntary and 
available via a process that is transparent. 
4. A certification pursuant to this Article 
does not reduce the responsibility of the 
controller or the processor for compliance 
with this Regulation and is without 
prejudice to the tasks and powers of the 
supervisory author i t ies which are 
competent pursuant to Article 55 or 56. 
5. A certification pursuant to this Article 
shall be issued by the certification bodies 
referred to in Article 43 or by the 
competent supervisory authority, on the 
basis of criteria approved by that 
competent supervisory authority pursuant 
to Article 58(3) or by the Board pursuant to 
Article 63. Where the criteria are approved 
by the Board, this may result in a common 
certification, the European Data Protection 
Seal. 
6. The controller or processor which 
submits its processing to the certification 
mechanism shall provide the certification 
body referred to in Article 43, or where 
applicable, the competent supervisory 
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authority, with all information and access 
to its processing activities which are 
necessary to conduct the certification 
procedure. 
7. Certification shall be issued to a 
controller or processor for a maximum 
period of three years and may be 
renewed, under the same conditions, 
provided that the relevant criteria continue 
to be met. Certification shall be withdrawn, 
as applicable, by the certification bodies 
referred to in Article 43 or by the 
competent supervisory authority where the 
criteria for the certification are not or are 
no longer met. 
8. The Board shall collate all certification 
mechanisms and data protection seals 
and marks in a register and shall make 
them publicly available by any appropriate 
means.  
ARTICLE 49 Derogations for specific 
situations 
1. In the absence of an adequacy decision 
pursuant to Article 45(3), or of appropriate 
safeguards pursuant to Article 46, 
including binding corporate rules, a 
transfer or a set of transfers of personal 
data to a third country or an international 
organisation shall take place only on one 
of the following conditions: 
(a) the data subject has explicitly 
consented to the proposed transfer, after 
having been informed of the possible risks 
of such transfers for the data subject due 
to the absence of an adequacy decision 
and appropriate safeguards; 
(b) the transfer is necessary for the 
performance of a contract between the 
data subject and the controller or the 
implementat ion of pre-contractual 
measures taken at the data subject's 
request; 
(c) the transfer is necessary for the 
conclusion or performance of a contract 
concluded in the interest of the data 
subject between the controller and 
another natural or legal person; 
(d) the transfer is necessary for important 
reasons of public interest; 
(e) the transfer is necessary for the 
establishment, exercise or defence of 
legal claims; 
(f) the transfer is necessary in order to 
protect the vital interests of the data 
subject or of other persons, where the 
data subject is physically or legally 
incapable of giving consent; 

(g) the transfer is made from a register 
which according to Union or Member 
State law is in tended to provide 
information to the public and which is 
open to consultation either by the public in 
general or by any person who can 
demonstrate a legitimate interest, but only 
to the extent that the conditions laid down 
by Union or Member State law for 
consultation are fulfilled in the particular 
case. 
Where a transfer could not be based on a 
provision in Article 45 or 46, including the 
provisions on binding corporate rules, and 
none of the derogations for a specific 
s i tua t ion re fe r red to in the f i r s t 
subparagraph of this paragraph is 
applicable, a transfer to a third country or 
an international organisation may take 
place only if the transfer is not repetitive, 
concerns only a limited number of data 
subjects, is necessary for the purposes of 
compelling legitimate interests pursued by 
the controller which are not overridden by 
the interests or rights and freedoms of the 
data subject, and the controller has 
a s s e s s e d a l l t h e c i r c u m s t a n c e s 
surrounding the data transfer and has on 
the basis of that assessment provided 
suitable safeguards with regard to the 
protection of personal data. The controller 
shall inform the supervisory authority of 
the transfer. The controller shall, in 
addition to providing the information 
referred to in Articles 13 and 14, inform 
the data subject of the transfer and on the 
compelling legitimate interests pursued. 
2. A transfer pursuant to point (g) of the 
first subparagraph of paragraph 1 shall not 
involve the entirety of the personal data or 
entire categories of the personal data 
contained in the register. Where the 
register is intended for consultation by 
persons having a legitimate interest, the 
transfer shall be made only at the request 
of those persons or if they are to be the 
recipients. 
3. Points (a), (b) and (c) of the first 
subparagraph of paragraph 1 and the 
second subparagraph thereof shall not 
apply to activities carried out by public 
authorities in the exercise of their public 
powers. 
4. The public interest referred to in point 
(d) of the first subparagraph of paragraph 
1 shall be recognised in Union law or in 
the law of the Member State to which the 
controller is subject. 
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5. In the absence of an adequacy 
decision, Union or Member State law may, 
for important reasons of public interest, 
expressly set limits to the transfer of 
specific categories of personal data to a 
th i rd count ry o r an in te rna t iona l 
organisation. Member States shall notify 
such provisions to the Commission. 
6. The controller or processor shall 
document the assessment as well as the 
suitable safeguards referred to in the 
second subparagraph of paragraph 1 of 
this Article in the records referred to in 
Article 30. 
ARTICLE 83 General conditions for 
imposing administrative fines 
1. Each supervisory authority shall ensure 
that the imposition of administrative fines 
pursuant to this Article in respect of 
infringements of this Regulation referred 
to in paragraphs 4, 5 and 6 shall in each 
individual case be effective, proportionate 
and dissuasive. 
2. Administrative fines shall, depending on 
the circumstances of each individual case, 
be imposed in addition to, or instead of, 
measures referred to in points (a) to (h) 
and (j) of Article 58(2). When deciding 
whether to impose an administrative fine 
and deciding on the amount of the 
administrative fine in each individual case 
due regard shall be given to the following: 
(a) the nature, gravity and duration of the 
infringement taking into account the 
nature scope or purpose of the processing 
concerned as well as the number of data 
subjects affected and the level of damage 
suffered by them; 
(b) the intentional or negligent character of 
the infringement; 
(c) any action taken by the controller or 
processor to mitigate the damage suffered 
by data subjects; 
(d) the degree of responsibility of the 
controller or processor taking into account 
technical and organisational measures 
implemented by them pursuant to Articles 
25 and 32; 
(e) any relevant previous infringements by 
the controller or processor; 
(f) the degree of cooperation with the 
supervisory authority, in order to remedy 
the infringement and mitigate the possible 
adverse effects of the infringement; 
(g) the categories of personal data 
affected by the infringement; 

(h) the manner in which the infringement 
became known to the supervisory 
authority, in particular whether, and if so to 
what extent, the controller or processor 
notified the infringement; 
(i) where measures referred to in Article 
58(2) have previously been ordered 
against the controller or processor 
concerned with regard to the same 
subject-matter, compliance with those 
measures; 
(j) adherence to approved codes of 
conduct pursuant to Article 40 or approved 
certification mechanisms pursuant to 
Article 42; and 
(k) any other aggravating or mitigating 
factor applicable to the circumstances of 
the case, such as financial benefits 
gained, or losses avoided, directly or 
indirectly, from the infringement. 
3. If a controller or processor intentionally 
or negligently, for the same or linked 
processing operations, infringes several 
provisions of this Regulation, the total 
amount of the administrative fine shall not 
exceed the amount specified for the 
gravest infringement. 
4. In f r ingements of the fo l lowing 
provisions shall, in accordance with 
paragraph 2, be subject to administrative 
fines up to 10 000 000 EUR, or in the case 
of an undertaking, up to 2 % of the total 
worldwide annual turnover of the 
preceding financial year, whichever is 
higher: 
(a) the obligations of the controller and the 
processor pursuant to Articles 8, 11, 25 to 
39 and 42 and 43; 
(b) the obligations of the certification body 
pursuant to Articles 42 and 43; 
(c) the obligations of the monitoring body 
pursuant to Article 41(4). 
5. In f r ingements of the fo l lowing 
provisions shall, in accordance with 
paragraph 2, be subject to administrative 
fines up to 20 000 000 EUR, or in the case 
of an undertaking, up to 4 % of the total 
worldwide annual turnover of the 
preceding financial year, whichever is 
higher: 
(a) the basic principles for processing, 
including conditions for consent, pursuant 
to Articles 5, 6, 7 and 9; 
(b) the data subjects' rights pursuant to 
Articles 12 to 22; 
(c) the transfers of personal data to a 
recipient in a third country or an 
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international organisation pursuant to 
Articles 44 to 49; 
(d) any obligations pursuant to Member 
State law adopted under Chapter IX; 
(e) non-compliance with an order or a 
temporary or definitive limitation on 
processing or the suspension of data 
flows by the supervisory authority 
pursuant to Article 58(2) or failure to 
provide access in violation of Article 58(1). 
6. Non-compliance with an order by the 
supervisory authority as referred to in 
Article 58(2) shall, in accordance with 
paragraph 2 of this Article, be subject to 
administrative fines up to 20 000 000 
EUR, or in the case of an undertaking, up 
to 4 % of the total worldwide annual 
turnover of the preceding financial year, 
whichever is higher. 
7. Without prejudice to the corrective 
powers of supervisory authorities pursuant 
to Article 58(2), each Member State may 
lay down the rules on whether and to what 
extent administrative fines may be 
imposed on public authorities and bodies 
established in that Member State. 
8. The exercise by the supervisory 
authority of its powers under this Article 
shall be subject to appropriate procedural 
safeguards in accordance with Union and 
Member State law, including effective 
judicial remedy and due process. 
9. Where the legal system of the Member 
State does not provide for administrative 
fines, this Article may be applied in such a 
manner that the fine is initiated by the 
competent supervisory authority and 
imposed by competent national courts, 
while ensuring that those legal remedies 
are effective and have an equivalent effect 
to the administrative fines imposed by 
supervisory authorities. In any event, the 
f ines imposed shal l be effect ive, 
proportionate and dissuasive. Those 
Member States shall notify to the 
Commission the provisions of their laws 
which they adopt pursuant to this 
paragraph by 25 May 2018 and, without 
delay, any subsequent amendment law or 
amendment affecting them. 
ARTICLE 95 Relationship with Directive 
2002/58/EC 
This Regulat ion shal l not impose 
additional obligations on natural or legal 
persons in relation to processing in 
connection with the provision of publicly 
available electronic communications 

serv ices in publ ic communicat ion 
networks in the Union in relation to 
matters for which they are subject to 
specific obligations with the same 
objective set out in Directive 2002/58/E.
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